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AUDIT AND GOVERNANCE COMMITTEE  
 

Information for Members of the Public 
 
Access to the Guildhall is via the front entrance in the High Street.  The nearest car park is 

Copenhagen Street (pay and display). If you are a wheelchair user or have restricted mobility, access 

to the Guildhall can be gained either through the door on the right side of the forecourt as you face the 

Guildhall, or through the sliding doors at the rear of the Guildhall. There is dedicated disabled parking 

space at the rear (access via Copenhagen Street). Most meetings are held on the ground floor, which 

can be reached by using a lift.  If you are a wheelchair user or have restricted mobility and you wish to 

attend a meeting, please telephone or email the officer mentioned below in advance and we will make 

any necessary arrangements to assist your visit. 

 

Part I of the Agenda includes items for discussion in public.  You have the right to inspect copies of 

Minutes and reports on this part of the Agenda as well as background documents used in the 

preparation of these reports. Details of the background papers appear at the foot of each report. Part II 

of the Agenda (if applicable) deals with items of 'Exempt Information' for which it is anticipated that 

the public may be excluded from the meeting and neither reports nor background papers are open to 

public inspection. 

 

Please note that this is a public meeting and members of the public and press are permitted to report 

on the proceedings. "Reporting" includes filming, photographing, making an audio recording and 

providing commentary on proceedings. Any communicative method can be used to report on the 

proceedings, including the internet, to publish, post or share the proceedings. Accordingly, the 

attendance of members of the public at this meeting may be recorded and broadcast. By choosing to 

attend this public meeting you are deemed to have given your consent to being filmed or recorded and 

for any footage to be broadcast or published.   

 

Please note the Council records and live streams many of its meetings. These recordings are published 

on the relevant meeting pages of the Council’s website. A notice to this effect will be posted in the 

meeting room. If a member of the public chooses to speak at a meeting of the City Council he/she will 

be deemed to have given their consent to being recorded and audio being published live to the 

Council’s website. The Chair of the meeting, can at their discretion, terminate or suspend recording, if 

in their opinion, continuing to do so would prejudice the proceedings of the meeting or if they consider 

that continued recording might infringe the rights of any individual, or breach any statutory provision. 

 

At the start of the meeting under the item 'Public Participation' up to fifteen minutes in total is allowed 

for members of the public to present a petition, ask a question or comment on any matter on the 

Agenda.  Participants need to indicate that they wish to speak by 4.30 p.m. on the last working day 

before the meeting by writing, telephoning or E-Mailing the officer mentioned below. 

 

If you have any general enquires or queries about this Agenda or require any details of background 

papers, further documents or information, or to discuss arrangements for the taking of photographs, 

film, video or sound recording please contact the Lead Officer, Margaret Johnson, Democratic Services 

Administrator, Guildhall, Worcester WR1 2EY.  Telephone: 01905 722085 (direct line); E-Mail Address:  

committeeadministration@worcester.gov.uk. 

 

This agenda can be made available in large print, braille, on PC disk, tape or in a number of ethnic 

minority languages.  Please contact the above named officer for further information. 

 

Agendas and minutes relating to all City Council Committees and Council Meetings are also available 

electronically, click on the option “Committee Minutes and Documents”, Website Address: 

worcester.gov.uk 
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Audit and Governance Committee 
Wednesday, 8 December 2021 

 

Members of the Committee:- 

 

Chair: Councillor Alan Amos (C) 
Vice-Chair: Councillor Jenny Barnes (LCo) 

 
Councillor Patricia Agar (LCo) 

Councillor Marc Bayliss (C) 
Councillor Nida Hassan (C) 
 

Councillor Mike Johnson (C) 

Councillor Neil Laurenson (G) 
 

 

  
C= Conservative G = Green L = Labour LCo = Labour and Co-operative  

LD = Liberal Democrat 

 
AGENDA 

 
Part 1 

(ITEMS FOR DISCUSSION AND DECISION IN PUBLIC) 

 
1. Appointment of Substitutes  

 To receive details of any Member nominated to attend the meeting in place of a 

Member of the Committee. 
 

2. Declarations of Interest  

 To receive any declarations of interest. 
 

3. Public Participation  

 Up to a total of fifteen minutes can be allowed, each speaker being allocated a 
maximum of five minutes, for members of the public to present a petition, ask a 
question or comment on any item on the Agenda or within the remit of the 

Committee. 
 

4. Minutes  

Page(s): 1 - 4 

 Of the meeting held on 15th July 2021 to be approved and signed. 

 

5. External Audit Plan 2020/21  

Page(s): 5 - 46 

Ward(s): All Wards 

Contact Officer:  Mark Baldwin, Head of Finance 
Tel: 01905 722007 

 That the Audit and Governance Committee endorses the external auditor’s Audit 
Plan for 2020/21. 
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6. Appointment of External Auditor  

Page(s): 47 - 54 

Ward(s): All Wards 

Contact Officer:  Shane Flynn, Corporate Director, Finance and Resources 
Tel: 01905 722536 

 That the Committee recommends to Full Council agreement to opt into the PSAA 
auditor appointments process for the period 2022 - 27. 
 

7. Internal Audit Progress Report 2021/22  

Page(s): 55 - 150 

Ward(s): All Wards 

Contact Officer:  Andy Bromage, Head of Internal Audit Shared Service 
Tel: 01905 722051 

 That the Committee note the report. 

 

8. Any Other Business  

 Which in the opinion of the Chairman is of sufficient urgency as to warrant 

consideration. 
 



AUDIT AND GOVERNANCE COMMITTEE 

 
15th July 2021 

 
Present:  
 

Councillor Alan Amos in the Chair 

 Councillors Agar, Barnes (Vice-Chair), 
Johnson and Laurenson 

 

Officers:         Shane Flynn, Corporate Director – Finance 
and Resources 

Sian Stroud, Deputy Director – Governance 
Mark Baldwin, Head of Finance 

Andy Bromage, Head of Internal Audit 
Shared Service 

 

Apologies:  
 

Councillor Bayliss 

 
 
 

1 Declarations of Interest  
 

None. 
 

2 Public Participation  

 
None. 

 
3 Minutes  

 

RESOLVED: That the minutes of the meeting held on 24th March 2021 be 
approved as a correct and signed by the Chairman.  

 
4 Annual Governance Statement 2020/21  

 

The Committee considered a report on the Annual Governance Statement 
2020/21. 

 
The Council’s governance arrangements have been reviewed and an Annual 

Governance Statement (AGS) has been drafted and attached as appendix 1 to the 
report.  Overall the Council’s assessment of its governance is positive.  The 
reasons for this, and the potential governance challenges ahead in the next year, 

are detailed in the AGS. 
 

The Deputy Director – Governance in presenting the report informed Members 
that the year had been dominated by the management of the response to the 
Covid-19 pandemic and highlighted the key points in maintaining service delivery. 

 
Once approved the AGS will be signed by the Leader of the Council and the 

Managing Director (Head of Paid Service) on behalf of the Council.  The agreed 
statement will be published and will accompany the Council’s Statement of 
Accounts when completed. 
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 15th July 2021 2 

 
 

The Corporate Director – Finance and Resources and the Deputy Director – 

Governance responded to questions from Committee Members, who thanked 
Officers for a comprehensive and clear report.  

 
RESOLVED: That the Committee approve the Annual Governance 
Statement 2020/21 at Appendix 1 for sign off by the Leader of the 

Council and the Managing Director for inclusion in the Annual Statement 
of Accounts. 

5 Annual Accounts and External Audit 2020/21  
 
The Committee considered the Annual Accounts and External Audit for 2020/21. 

The Head of Finance, in presenting the report, stated that the Committee would 
normally see the accounts at this time of year, together with the External Auditors 

in attendance, however following recent correspondence from Ernst and Young 
the external audit scheduled to commence June 2021 is no longer possible.  

The delayed start for the audit means the statutory deadline for publishing the 

audited annual accounts by 30th September 2021 will be missed.  The Council has 
responded with a letter from the Chairman and Vice Chair of the Committee, this 
was attached as appendix 1 to the report.  Committee Members noted the 

strongly worded letter. 

Members of the Committee were informed that Ernst and Young plan to 

commence the audit of the three South Worcestershire District Councils from 25th 
October 2021.  The City Council’s proposed approach to this was set out in 
paragraph 3.7 of the report which was to run the audit concurrently with the two 

other local authorities, which was adopted successfully for the 2019/20 audit. 

The Corporate Director – Finance and Resources responded to questions from 
Committee Members, in particular relating to the audit of Housing Benefit Subsidy 

and who will undertake this as Ernst and Young were no longer going to carry this 
out and the issue of the final fee for 2019/20 which has yet to be agreed.   

The Corporate Director – Finance and Resources in response stated that new 
auditors will be procured, maybe locally and did look at Grant Thornton who have 
experience but unfortunately do not have the capacity.  With regard to the fee, 

further clarity is required 

Committee Members noted that Ernst and Young were appointed by the Public 
Sector Appointments body for a 5 year period 2018/19 to 2022/23 and agreed it 

was good practice to change auditors and options need to be explored. 

RESOLVED: That the Committee:  

1. note the plans for publishing the annual Statement of Accounts; and 

2. approves the proposed approach for the external audit for 2020/21. 

Page 2
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6 Internal Audit 2020/21 Annual Reporting including the Audit Opinion and 

Commentary  
 

The Committee considered a report on Internal Audit Activity during 2020/21 and 
an overall Internal Audit Opinion for 2020/21. 
 

The Head of Internal Audit Shared Services presented the report and summarised 
the main points, and drew the Committee’s attention to the appendices attached 

to the report. 
 
Committee Members were informed that of the 13 audit reviews that took place, 

all have been allocated an overall assurance of ‘moderate’ or above where an 
assurance has been provided.  ‘Moderate’ or above indicates that there is 

generally a sound system of internal control in place, no significant control issues 
have been encountered and no material losses have been identified. 
 

Officers responded to questions from Committee Members particularly in relation 
to the recent voluntary redundancy process and the effect on the reduced staff 

numbers and their wellbeing. 
 
Committee Members expressed their thanks to the Head of Internal Audit Shared 

Services for the report. 
 

RESOLVED: That the Committee note the contents of the report. 
 

7 Any Other Business  
 
None. 

 
 

 
Duration of the meeting: 7.00p.m. to 8.20p.m. 

 

 
 

Chairman at the meeting on 
8th December 2021 
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Report to: Audit and Governance Committee, 8th December 2021 

 
Report of: Head of Finance 
 

 

Subject: EXTERNAL AUDIT PLAN – 2020/21 
 
1. Recommendation 

 
1.1 That the Audit and Governance Committee endorses the external auditor’s 

Audit Plan for 2020/21. 

2. Background 

 
2.1 Ernst Young, our independent external auditors have submitted the attached Audit 

Plan report (Appendix 1) which outlines their proposed approach to planning and 

delivering their audit and the fees for the 2020/21 financial year. 
 

2.2 One of the key objectives of the Audit Plan is for Ernst Young to obtain reasonable 
assurance that the financial statements as a whole are free from material 
misstatement and prepared in all material respects within the CIPFA Code of Practice 

framework.   
 

3. Information  
 
3.1 The Audit Plan has no significant changes from last year and does not identify any 

specific risks relating to the City Council. The report details the following: 

3.3.1 The financial statements audit approach and the impact of any changes in 

national audit requirements 

3.3.2 The audit approach to delivering the Value for Money conclusion 

3.3.3 The key dates for the 2020/21 audit cycle. The statutory deadline for issuing 

the annual Statement of Accounts was 30th September. The City Council achieved 
this last year but following the delaying of the external audit was unable to do so for 

this year.  

3.2 Following the successful audit last year, this year’s audit will also be performed 
remotely using tele-conferencing where appropriate. This is not expected to create 

any significant problems and may well become a format for future years. 

3.3 The audit fee for 2020/21 was set by The Public Sector Audit Appointments Board 

(PSAA) as £39,362 and is in line with the approved budget. In addition to this, Ernst 
Young are proposing a further scale fee of £27,400, which is the same as the 
supplementary scale fee they have submitted for approval to the PSAA for 2019/20.  
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3.4 Other fees for 2020/21 are yet to be determined however Ernst Young have 
identified at this stage that there will also be additional costs involved in the 2020/21 

audit relating to the following: 

 Changes to the Value for Money requirements as per the NAO 2020 guidance as 
mentioned in section 3 of the Audit Plan; 

 Increased work required as a result in the changes to the estimates standard as 
mentioned on page 16 of the Audit Plan; 

 Additional work linked to the increased requirements in the Going Concern 
standards (see page 14 of the Audit Plan) and; 

 Risks associated with Covid19 particularly Covid related grants as discussed on 

page 13 of the Audit Plan. 

Additional fees may also be payable if further unplanned audit work is required. 

3.5 The audit for certification of the Housing Benefit subsidy was previously performed 
by Ernst Young. However, following their confirmation that they no longer wished to 

do so, the audit has now been awarded to PWC (Price Waterhouse Coopers).  

3.6 It is the Council’s policy to comply with all codes of practice and financial reporting 
standards relating to the production and publication of the Statement of Accounts.  

The Council’s Finance Team will work with the external auditors to ensure that the 
audit delivery is successful by adhering to the proposed timescales, meeting the 

audit working paper requirements and by being available during the audit process to 
deal with query resolution. 

3.7 The Council’s Constitution defines the purpose of the Audit and Governance 

Committee and its remit.  A key part of the Committee’s purpose is to provide 
independent assurance to our members of the adequacy of the risk management 

framework and the internal control environment.  To do this, part of the Committee’s 
role is to oversee the work of internal audit and our independent external auditors, 
to ensure that efficient and effective assurance arrangements are in place.  This 

includes agreeing the external auditor’s Audit Plan on an annual basis. 

 

Ward(s):   All 
Contact Officer: Mark Baldwin Tel: 01905 722007, email 

mark.baldwin@worcester.gov.uk 

Background Papers: None 
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November 2021

Dear Committee Members

Audit planning report

We are pleased to attach our Audit Plan which sets out how we intend to carry out our responsibilities as auditor. Its purpose is to provide the 
Audit and Governance Committee with a basis to review our proposed audit approach and scope for the 2020/21 audit in accordance with the 
requirements of the Local Audit and Accountability Act 2014, the National Audit Office’s 2015 Code of Audit Practice, the Statement of 
Responsibilities issued by Public Sector Audit Appointments (PSAA) Ltd, auditing standards and other professional requirements. It is also to 
ensure that our audit is aligned with the Committee’s service expectations.

This plan summarises our initial assessment of the key risks driving the development of an effective audit for the Council, and outlines our 
planned audit strategy in response to those risks. This report is intended solely for the information and use of the Audit and Governance 
Committee and management, and is not intended to be and should not be used by anyone other than these specified parties.

We welcome the opportunity to discuss this report with you on 8 December 2021 as well as understand whether there are other matters which 
you consider may influence our audit.

Yours faithfully 

Hassan Rohimun

Associate Partner

For and on behalf of Ernst & Young LLP

Private and Confidential
Members of the Audit and Governance Committee
Worcester City Council 
The Guildhall 
High Street 
Worcester 
WR1 2EY
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Public Sector Audit Appointments Ltd (PSAA) issued the “Statement of responsibilities of auditors and audited bodies”. It is available from the PSAA website (https://www.psaa.co.uk/audit-
quality/statement-of-responsibilities/)).The Statement of responsibilities serves as the formal terms of engagement between appointed auditors and audited bodies. It summarises where the different 
responsibilities of auditors and audited bodies begin and end, and what is to be expected of the audited body in certain areas. 
The “Terms of Appointment and further guidance (updated April 2018)” issued by the PSAA sets out additional requirements that auditors must comply with, over and above those set out in the National 
Audit Office Code of Audit Practice (the Code) and in legislation, and covers matters of practice and procedure which are of a recurring nature.
This report is made solely to the Audit and Governance Committee  and Management of Worcester City Council in accordance with the statement of responsibilities. Our work has been undertaken so that 
we might state to the Audit and Governance Committee and Management of Worcester City Council those matters we are required to state to them in this report and for no other purpose. To the fullest 
extent permitted by law we do not accept or assume responsibility to anyone other than the Audit and Governance Committee and Management of Worcester City Council for this report or for the opinions 
we have formed. It should not be provided to any third-party without our prior written consent.
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Overview of our 2020/21 audit strategy

Audit risks and areas of focus 

Risk / area of focus Risk identified Change from PY Details

Misstatements due to fraud and error 
Fraud risk No change in risk or 

focus

As identified in ISA 240, management is in a unique position to perpetrate fraud 
because of its ability to manipulate accounting records directly or indirectly and 
prepare fraudulent financial statements by overriding controls that would 
otherwise appear to be operating effectively. Specifically this risk manifests in 
areas where management judgement is applied, such as manual creditors, the 
bad debt provision, reserves and provisions.

Risk of fraud in revenue and expenditure 
recognition: Inappropriate capitalisation 
of revenue expenditure 

Fraud risk No change in risk or 
focus

Under ISA 240 there is a presumed risk that revenue may be misstated due to 
improper revenue recognition. In the public sector, this requirement is modified 
by Practice Note 10 issued by the Financial Reporting Council, which states that 
auditors should also consider the risk that material misstatements may occur by 
the manipulation of expenditure recognition. We have assessed the risk as 
manifesting principally arising in the arrangements to ensure that capital 
expenditure are reasonable and correctly accounted for and therefore we will 
complete work to get assurance on year end revenue and capital expenditure.

Risk of fraud in revenue and expenditure 
recognition: Recognition of income from 
Fees and Charges 

Fraud risk New risk
We recognise that as a result of Covid19 there has been a substantial impact on 
the finances of local government bodies. There is a risk that income may be 
incorrectly recorded in the accounting period 2020-21.

Risk of fraud in revenue and expenditure 
recognition: Incorrect recognition of 
Covid-19

Fraud risk New risk

Under ISA 240 there is a presumed risk that revenue may be misstated due to 
improper revenue recognition. In addition to the risk above we have also 
identified the recognition and treatment of additional grants received in year for 
Covid-19 as a risk. 

The following ‘dashboard’ summarises the significant accounting and auditing matters outlined in this report. It seeks to provide the Audit and Governance 
Committee with an overview of our initial risk identification for the upcoming audit and any changes in risks identified in the current year.  

P
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Overview of our 2020/21 audit strategy

Audit risks and areas of focus 

Risk / area of focus Risk identified Change from PY Details

Valuation of Investment Property Significant risk Change in risk

The Council have purchased high value Investment Properties as part of their 
portfolio and the valuation is material to the balance sheet. This Investment 
Property is required to be held at fair value, which is based on significant 
judgments and estimates. 

Valuation of Property, Plant & 
Equipment

Inherent risk No change in risk or 
focus

The Council holds a significant amount of Property, Plant and Equipment on its 
balance sheet, of which a large proportion is held at fair value which is based on 
significant judgements.

Accounting for Pension Liability
Inherent risk No change in risk or

focus

The Council’s pension fund deficit is a material estimated balance. The net 
pension liability as at 31 March 2021, as estimated by the actuary, was £47.2m. 
Accounting for this scheme involves significant estimation and judgement and 
therefore management engages an actuary to undertake the calculations on their 
behalf. ISAs (UK and Ireland) 500 and 540 require us to undertake procedures on 
the use of management experts and the assumptions underlying fair value 
estimates. 

Going Concern Inherent risk
No change in risk or

focus

The auditing standard ISA570 has been revised in response to enforcement 
cases and well-publicised corporate failures where the auditor’s report failed to 
highlight concerns about the prospects of entities which collapsed shortly after.

The revised standard increases the work we are required to perform when 
assessing whether the Council is a going concern. It means UK auditors will follow 
significantly stronger requirements than those required by current international 
standards; and we have therefore judged it appropriate to bring this to the 
attention of the Audit and Governance Committee.

The following ‘dashboard’ summarises the significant accounting and auditing matters outlined in this report. It seeks to provide the Audit and Governance 
Committee with an overview of our initial risk identification for the upcoming audit and any changes in risks identified in the current year.  
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Overview of our 2020/21 audit strategy 

Audit scope

This Audit Plan covers the work that we plan to perform to provide you with:

▪ Our audit opinion on whether the financial statements of Worcester City Council give a true and fair view of the financial position as at 31 March 2021 and of the 
income and expenditure for the year then ended; and

▪ Our conclusion on the Council’s arrangements to secure economy, efficiency and effectiveness. 

We will also review and report to the National Audit Office (NAO), to the extent and in the form required by them, on the Council’s Whole of Government Accounts 
return.

Our audit will also include the mandatory procedures that we are required to perform in accordance with applicable laws and auditing standards.

When planning the audit we take into account several key inputs:

▪ Strategic, operational and financial risks relevant to the financial statements;
▪ Developments in financial reporting and auditing standards;
▪ The quality of systems and processes;
▪ Changes in the business and regulatory environment; and,
▪ Management’s views on all of the above.

By considering these inputs, our audit is focused on the areas that matter and our feedback is more likely to be relevant to the Council. 

Materiality

Materiality has been set at £1,185k, which represents 2% of the prior years gross expenditure on provision of services. We have 
considered each expenditure line item below this and included Operating Expenditure and Pension Net Interest Cost Less Admin Expense 
in calculating materially 

We will report all uncorrected misstatements relating to the primary statements comprehensive income 
and expenditure statement, balance sheet, movement in reserves statement, cash flow statement, and 
collection fund greater than £59k.  Other misstatements identified will be communicated to the extent 
that they merit the attention of the Audit and Governance Committee.

Performance materiality has been set at £889k, which represents 75% of materiality.

Planning
materiality

£1,185k
Performance 

materiality

£889k
Audit

differences

£59k

P
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Audit risks

Our response to significant risks 

What will we do?

We will:
• Identifying fraud risks during the planning stages.

• Inquiry of management about risks of fraud and the controls put in 
place to address those risks.

• Understanding the oversight given by those charged with governance 
of management’s processes over fraud.

• Consideration of the effectiveness of management’s controls designed 
to address the risk of fraud.

• Determining an appropriate strategy to address those identified risks 
of fraud.

• Developing a testing approach to journal entries.

• Assessing accounting estimates for evidence of management bias.

• Evaluating the business rationale for any significant unusual 
transactions.

• Performing appropriate tests to assess whether provisions are both 
complete and fairly stated.

Financial statement impact

Misstatements that occur in 
relation to fraud and error are 
pervasive in the audit. Areas where 
there is the potential for fraud or 
error may occur are:

- Estimates
- Journals 
- Significant and/or unusual 

transactions
- Provisions

We have set out the significant risks (including fraud risks denoted by*) identified for the current year audit along with the rationale and expected audit approach.
The risks identified below may change to reflect any significant findings or subsequent issues we identify during the audit.

What is the risk?

As identified in ISA (UK and Ireland) 240, 
management is in a unique position to 
perpetrate fraud because of its ability to 
manipulate accounting records directly or 
indirectly and prepare fraudulent financial 
statements by overriding controls that 
otherwise appear to be operating effectively. We 
identify and respond to this fraud risk on every 
audit engagement.

* Misstatements due to fraud or 
error

P
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Audit risks

Our response to significant risks 

What will we do?

We will:
• Ensure that capitalised expenditure meets the criteria for this 

treatment;

• Substantively test expenditure classed as Revenue Expenditure Funded 
from Capital Under Statute (REFCUS), ensuring that it meets the 
criteria for this treatment 

• Review accounting policies, identifying whether consistent with prior 
year and the code of practice;

• Review the utilisation of Capital Receipts in the year.

.
Financial statement impact

Misstatements that occur in 
relation to this risk may impact the 
following significant accounts:

• PPE Additions (excl. investment 
assets) - £4.240m

• Investment Assets additions -
£5.766m

Figures above are from the 
2020/21 financial statements 

Revised capital programme for 
2020/21 is £11.995m

We have set out the significant risks (including fraud risks denoted by*) identified for the current year audit along with the rationale and expected audit approach.
The risks identified below may change to reflect any significant findings or subsequent issues we identify during the audit.

What is the risk?

The financial statements as a whole are not free 
of material misstatements whether caused by 
fraud or error.

As identified in ISA (UK) 240, management is in 
a unique position to perpetrate fraud because of 
its ability to manipulate accounting records 
directly or indirectly and prepare fraudulent 
financial statements by overriding controls that 
otherwise appear to be operating effectively. We 
identify and respond to this fraud risk on every 
audit engagement.

This could be materialise as a result of either 
capitalising expenditure on revenue items or 
revenue items being incorrectly identified as 
Revenue expenditure funded from capital under 
statute, thus funded from capital

* Risk of fraud in revenue and 
expenditure recognition: Risk of 
fraud in incorrect capitalisation 
of revenue expenditure 
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Audit risks

Our response to significant risks 

What will we do?

Our approach will focus on:

• Discuss with management the processes for collecting and recording 
Sales, fees and charges income;

• Determine from the information provided where the risk lies in the 
associated income; which category within Sales, Fees and Charges is 
considered to be of most risk of manipulation;

• Select a sample from the listing provided and review whether the values 
included can be supported by relevant and appropriate evidence and 
ensure the correct accounting entries and revenue recognition criteria 
have been applied mainly achieved through the review of year end 
journals.

What is the risk?

We have reviewed the accounts and noted that 
the council are in receipt of income relating to  
fees and charges that exceeds materiality. This 
type of income is not subjected to external 
verification or review such as grants and 
therefore there is potential for error to occur 
and/or manipulation.

The authority received £8.4m in income from 
fees and charges in 2020-21 (£11.3m in 2019-
20) and therefore, there is the potential this 
could be materially overstated or understated to 
manipulate the position in 2020-21 or the 
following period.

* Risk of fraud in revenue and 
expenditure recognition: 
Recognition of income from 
fees and charges

We have set out the significant risks (including fraud risks denoted by*) identified for the current year audit along with the rationale and expected audit approach.
The risks identified below may change to reflect any significant findings or subsequent issues we identify during the audit. Throughout we have indicated whether
the risk impacts the PCC and CC as single entities. In all instances the risks are relevant to the PCC’s group financial statements.
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Audit risks

Our response to significant risks 

What will we do?

In order to address this risk we will carry out a range of procedures 
including: 

• Performing overall analytical review procedures to identify any unusual 
movements or trends for further investigation; 

• Using our data analytics tool to identify and test the appropriateness of 
journal entries recorded in the general ledger and other adjustments made 
in the preparation of the financial statements, specifically those that 
manually move income into the next year; 

• Obtain an understanding of the types of Covid-19 grants received in year 
and management’s justification of the Council’s role as principal or agent; 
and 

• Sample testing the Covid-19 grants received by the Council to ensure the 
accounting treatment and recognition applied to grant income is 
appropriate.

What is the risk?

Under ISA 240 there is a presumed risk that 
revenue may be misstated due to improper 
revenue recognition. Specifically, our risk is 
focused on the recognition and treatment of 
additional grants received in year for Covid-19. 

The Council has received a number of grants in 
2020/21 as a result of the pandemic and there 
is a risk that the accounting treatment of these 
grants will not appropriately reflect the 
underlying terms and conditions of the grant 
agreement

* Risk of fraud in revenue and 
expenditure recognition: 
Incorrect recognition of Covid-
19

We have set out the significant risks (including fraud risks denoted by*) identified for the current year audit along with the rationale and expected audit approach.
The risks identified below may change to reflect any significant findings or subsequent issues we identify during the audit. Throughout we have indicated whether
the risk impacts the PCC and CC as single entities. In all instances the risks are relevant to the PCC’s group financial statements.
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Audit risks

Our response to significant risks 

What will we do?

We will:

• Review the valuations performed by the internal valuers;

• Instruct our EY Valuers to review the valuation provided by the internal 
valuers;

• Review the specific changes to the new and current investment assets 
held on the balance sheet;

• Test accounting entries have been correctly processed in the financial 
statements;

• Review the income received in relation to the investment properties in 
year. 

Financial statement impact

The Council have purchased high 
value Investment Properties as 
part of their portfolio and the 
valuation is material to the balance 
sheet. This Investment Property is 
required to be held at fair value, 
which is based on significant 
judgments and estimates. 

Changes in the assumptions used 
can result in material valuation 
differences impacting the 
accounts. 

We have set out the significant risks (including fraud risks denoted by*) identified for the current year audit along with the rationale and expected audit approach.
The risks identified below may change to reflect any significant findings or subsequent issues we identify during the audit.

What is the risk?

Per IAS 40 it is required that investment 
property is valued at fair value at every balance 
sheet date.

The Council uses an external valuer to carry out 
its fair value valuations. There is a risk that, due 
to the significant and complex assumptions 
associated with carrying out valuation, the use 
of inappropriate / incorrect assumptions will 
lead to incorrect valuation of the investment 
property in the accounts.

Valuation of Investment 
Property
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Audit risks

Other areas of audit focus

What is the risk/area of focus? What will we do?

Valuation of Land and Buildings
The fair value of Property, Plant and Equipment (PPE) represent 
significant balances in the Council’s accounts and are subject to valuation 
changes, impairment reviews and depreciation charges. Management is 
required to make material judgemental inputs and apply estimation 
techniques to calculate the year-end balances recorded in the balance 
sheet.

We will:
• Consider the work performed by the Council’s valuers, including the adequacy of the 

scope of the work performed, their professional capabilities and the results of their 
work; 

• Sample testing key asset information used by the valuers in performing their 
valuation (e.g. floor plans to support valuations based on price per square metre);

• We will also consider if there are any specific changes to assets that have occurred 
and that these have been communicated to the valuer;

• Consider changes to useful economic lives as a result of the most recent valuation; 
and

• Test accounting entries have been correctly processed in the financial statements

Pension Liability Valuation
The Local Authority Accounting Code of Practice and IAS19 require the 
Council to make extensive disclosures within its financial statements 
regarding its membership of the Local Government Pension Scheme 
administered by Worcestershire County Council. 
The Council’s pension fund deficit is a material estimated balance and the 
Code requires that this liability be disclosed on the Council’s balance 
sheet. At 31 March 2021 this totalled £47.2 million.
The information disclosed is based on the IAS 19 report issued to the 
Council by the actuary to the County Council.
Accounting for this scheme involves significant estimation and judgement 
and therefore management engages an actuary to undertake the 
calculations on their behalf. ISAs (UK and Ireland) 500 and 540 require 
us to undertake procedures on the use of management experts and the 
assumptions underlying fair value estimates.

We will:
• Liaise with the auditors of Worcestershire County Council Pension Fund, to obtain 

assurances over the information supplied to the actuary in relation to Worcester 
District Council;

• Assess the work of the Pension Fund actuary including the assumptions they have 
used by relying on the work of PWC - Consulting Actuaries commissioned by Public 
Sector Auditor Appointments for all Local Government sector auditors, and 
considering any relevant reviews by the EY actuarial team; and 

• Review and test the accounting entries and disclosures made within the Council’s 
financial statements in relation to IAS19

We have identified other areas of the audit, that have not been classified as significant risks, but are still important when considering the risks of material
misstatement to the financial statements and disclosures and therefore may be key audit matters we will include in our audit report.
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Audit risks

Other areas of audit focus (continued)

What is the risk/area of focus? What will we do?

Going Concern Compliance with ISA 570

This auditing standard has been revised in response to enforcement cases 
and well-publicised corporate failures where the auditor’s report failed to 
highlight concerns about the prospects of entities which collapsed shortly 
after.

The revised standard is effective for audits of financial statements for 
periods commencing on or after 15 December 2019, which for the 
Council will be the audit of the 2020/21 financial statements. The revised 
standard increases the work we are required to perform when assessing 
whether the Council is a going concern. It means UK auditors will follow 
significantly stronger requirements than those required by current 
international standards; and we have therefore judged it appropriate to 
bring this to the attention of the Audit and Governance Committee.

The CIPFA Guidance Notes for Practitioners 2019/20 accounts states 
‘The concept of a going concern assumes that a council’s functions and 
services will continue in operational existence for the foreseeable future. 
The provisions in the Code in respect of going concern reporting 
requirements reflect the economic and statutory environment in which 
local authorities operate. These provisions confirm that, as authorities 
cannot be created or dissolved without statutory prescription, they must 
prepare their financial statements on a going concern basis of 
accounting.’

‘If a council were in financial difficulty, the prospects are thus that 
alternative arrangements might be made by central government either 
for the continuation of the services it provides or for assistance with the 
recovery of a deficit over more than one financial year. As a result of this, 
it would not therefore be appropriate for local council financial 
statements to be provided on anything other than a going concern basis.’

The revised standard requires:

• auditor’s challenge of management’s identification of events or conditions 
impacting going concern, more specific requirements to test management’s 
resulting assessment of going concern, an evaluation of the supporting evidence 
obtained which includes consideration of the risk of management bias;

• greater work for us to challenge management’s assessment of going concern, 
thoroughly test the adequacy of the supporting evidence we obtained and evaluate 
the risk of management bias. Our challenge will be made based on our knowledge 
of the council obtained through our audit, which will include additional specific risk 
assessment considerations which go beyond the current requirements;

• improved transparency with a new reporting requirement for public interest 
entities, listed and large private companies to provide a clear, positive conclusion 
on whether management’s assessment is appropriate, and to set out the work we 
have done in this respect. While the Council are not one of the three entity types 
listed, we will ensure compliance with any updated reporting requirements;

• a stand back requirement to consider all of the evidence obtained, whether 
corroborative or contradictory, when we draw our conclusions on going concern; 
and

• necessary consideration regarding the appropriateness of financial statement 
disclosures around going concern.

The revised standard extends requirements to report to regulators where we have 
concerns about going concern.

We have identified other areas of the audit, that have not been classified as significant risks, but are still important when considering the risks of material
misstatement to the financial statements and disclosures and therefore may be key audit matters we will include in our audit report.
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Audit risks

Other areas of audit focus (continued)

Auditing accounting estimates 

ISA 540 (Revised) - Auditing Accounting Estimates and Related Disclosures applies to audits of all accounting estimates in financial statements for periods beginning 
on or after December 15, 2019.

This revised ISA responds to changes in financial reporting standards and a more complex business environment which together have increased the importance of 
accounting estimates to the users of financial statements and introduced new challenges for preparers and auditors.

The revised ISA requires auditors to consider inherent risks associated with the production of accounting estimates. These could relate, for example, to the 
complexity of the method applied, subjectivity in the choice of data or assumptions or a high degree of estimation uncertainty. As part of this, auditors consider risk 
on a spectrum (from low to high inherent risk) rather than a simplified classification of whether there is a significant risk or not. At the same time, we expect the 
number of significant risks we report in respect of accounting estimates to increase as a result of the revised guidance in this area.

The changes to the standard may affect the nature and extent of information that we may request and will likely increase the level of audit work required, particularly 
in cases where an accounting estimate and related disclosures are higher on the spectrum of inherent risk. For example:

We may place more emphasis on obtaining an understanding of the nature and extent of your estimation processes and key aspects of related policies and 
procedures. We will need to review whether controls over these processes have been adequately designed and implemented in a greater number of cases.

We may provide increased challenge of aspects of how you derive your accounting estimates. For example, as well as undertaking procedures to determine whether 
there is evidence which supports the judgments made by management, we may also consider whether there is evidence which could contradicts them.

We may make more focussed requests for evidence or carry out more targeted procedures relating to components of accounting estimates. This might include 
the methods or models used, assumptions and data chosen or how disclosures (for instance on the level of uncertainty in an estimate) have been made, depending on 
our assessment of where the inherent risk lies.

You may also consider documenting key judgements and decisions in anticipation of auditor requests, to facilitate more efficient and effective discussions with the 
audit team.

We may ask for new or changed management representations compared to prior years.
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Value for MoneyV
F
M

Proper arrangements for 
securing value for money  

Informed 
decision making 

Working with 
partners and 
third parties

Sustainable 
resource 

deployment

Council’s responsibilities for value for money

The Council is required to maintain an effective system of internal control that supports the achievement of its policies, aims and objectives while 
safeguarding and securing value for money from the public funds and other resources at its disposal.

As part of the material published with its financial statements, the Council is required to bring together commentary on its governance framework and 
how this has operated during the period in a governance statement. In preparing its governance statement, the Council tailor’s the content to reflect its 
own individual circumstances, consistent with the requirements of the relevant accounting and reporting framework and having regard to any guidance 
issued in support of that framework. This includes a requirement to provide commentary on its arrangements for securing value for money from their use 
of resources.

Auditor responsibilities under the new Code

Under the 2020 Code we are still required to consider whether the Council has put in place ‘proper 
arrangements’ to secure economy, efficiency and effectiveness on its use of resources. However, 
there is no longer overall evaluation criterion which we need to conclude on. Instead the 2020 Code 
requires the auditor to design their work to provide them with sufficient assurance to enable them to 
report to the Council a commentary against specified reporting criteria (see below) on the 
arrangements the Council has in place to secure value for money through economic, efficient and 
effective use of its resources for the relevant period.

The specified reporting criteria are:

• Financial sustainability
How the Trust plans and manages its resources to ensure it can continue to deliver its services;

• Governance
How the Trust ensures that it makes informed decisions and properly manages its risks; and

• Improving economy, efficiency and effectiveness:
How the Trust uses information about its costs and performance to improve the way it manages 
and delivers its services.
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Value for MoneyV
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Planning and identifying VFM risks

The NAO’s guidance notes require us to carry out a risk assessment which gathers sufficient evidence to enable us to document our evaluation of the 
Council’s arrangements, in order to enable us to draft a commentary under the three reporting criteria. This includes identifying and reporting on any 
significant weaknesses in those arrangements and making appropriate recommendations. This is a change to 2020 Code guidance notes where the NAO 
required auditors as part of planning, to consider the risk of reaching an incorrect conclusion in relation to the overall criterion.

In considering the Council’s arrangements, we are required to consider:

• The Council’s governance statement
• Evidence that the Council’s arrangements were in place during the reporting period;
• Evidence obtained from our work on the accounts;
• The work of inspectorates (such as CQC) and other bodies and
• Any other evidence source that we regard as necessary to facilitate the performance of our statutory duties.

We then consider whether there is evidence to suggest that there are significant weaknesses in arrangements. The NAO’s guidance is clear that the 
assessment of what constitutes a significant weakness and the amount of additional audit work required to adequately respond to the risk of a significant 
weakness in arrangements is a matter of professional judgement. However, the NAO states that a weakness may be said to be significant if it: 

• Exposes – or could reasonably be expected to expose – the Council to significant financial loss or risk; 
• Leads to – or could reasonably be expected to lead to – significant impact on the quality or effectiveness of service or on the Council’s reputation; 
• Leads to – or could reasonably be expected to lead to – unlawful actions; or 
• Identifies a failure to take action to address a previously identified significant weakness, such as failure to implement or achieve planned progress on 

action/improvement plans. 

We should also be informed by a consideration of: 

• The magnitude of the issue in relation to the size of the Council; 
• Financial consequences in comparison to, for example, levels of income or expenditure, levels of reserves (where applicable), or impact on budgets or 

cashflow forecasts; 
• The impact of the weakness on the Council’s reported performance; 
• Whether the issue has been identified by the Council’s own internal arrangements and what corrective action has been taken or planned;  
• Whether any legal judgements have been made including judicial review; 
• Whether there has been any intervention by a regulator or Secretary of State; 
• Whether the weakness could be considered significant when assessed against the nature, visibility or sensitivity of the issue;  
• The impact on delivery of services to local taxpayers; and 
• The length of time the Council has had to respond to the issue. 
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Responding to identified risks

Where our planning work has identified a risk of significant weakness, the NAO’s guidance requires us to consider what additional evidence is needed to 
determine whether there is a significant weakness in arrangements and undertake additional procedures as necessary, including where appropriate, 
challenge of management’s assumptions. We are required to report our planned procedures to the audit committee.

Reporting on VFM

In addition to the commentary on arrangements, where we are not satisfied that the Council has made proper arrangements for securing economy, 
efficiency and effectiveness in its use of resources the 2020 Code has the same requirement as the 2015 Code in that we should refer to this by 
exception in the audit report on the financial statements.

However, a new requirement under the 2020 Code is for us to include the commentary on arrangements in a new Auditor’s Annual Report. The 2020 
Code states that the commentary should be clear, readily understandable and highlight any issues we wish to draw to the Council’s attention or the wider 
public. This should include details of any recommendations arising from the audit and follow-up of recommendations issued previously, along with our 
view as to whether they have been implemented satisfactorily.

Status of our 2020/21 VFM planning

We have started our VFM assessment and at the time of writing this plan we are waiting for responses from management to enable us to progress our 
risk assessment procedures. In line with the 2020 Code, we will inform the committee if we identify any significant weaknesses in the Council’s 
arrangements. 
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Materiality

For planning purposes, materiality for 2020/21 has been set at £1,185k. This
represents 2% of the Council’s prior year gross expenditure on provision of services. It
will be reassessed throughout the audit process. It is set at 2% on the basis of it being a
public entity which operates in an environment where profit is not a motive. It is a
mature entity and is subject to a high level of control over how it operates from Central
Government.

Audit materiality

Gross expenditure
on provision of services*

£59.2m
Planning

materiality

£1.185k

Performance 
materiality

£889k
Audit

differences

£59k

Materiality

Planning materiality – the amount over which we anticipate misstatements 
would influence the economic decisions of a user of the financial 
statements.

Performance materiality – the amount we use to determine the extent of 
our audit procedures. We have set performance materiality at £889k which 
represents 75% of planning materiality. 

Audit difference threshold – we propose that misstatements identified 
below this threshold are deemed clearly trivial. We will report to you all 
uncorrected misstatements over this amount, £59k, relating to the 
comprehensive income and expenditure statement, balance sheet and 
collection fund that have an effect on income or that relate to other 
comprehensive income.

Other uncorrected misstatements, such as reclassifications and 
misstatements in the cashflow statement and movement in reserves 
statement or disclosures, and corrected misstatements will be 
communicated to the extent that they merit the attention of the Audit and 
Governance Committee, or are important from a qualitative perspective. 

Specific materiality – We have set a materiality of £1k for remuneration 
disclosures, related party transactions, members’ allowances and exit 
packages which reflects our understanding that an amount less than our 
materiality would influence the economic decisions of users of the financial 
statements in relation to this.

Key definitions

We request that the Audit and Governance Committee confirm its understanding of, 
and agreement to, these materiality and reporting levels.

* Note the figure for the gross expenditure on provision of services includes Operating 
Expenditure and Pension Net Interest Cost Less Admin Expense. 
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Objective and Scope of our Audit scoping

Under the Code of Audit Practice our principal objectives are to review and report on the Council’s financial statements and arrangements for securing economy, 
efficiency and effectiveness in its use of resources to the extent required by the relevant legislation and the requirements of the Code.

We issue an audit report that covers:

1. Financial statement audit 
Our objective is to form an opinion on the financial statements under International Standards on Auditing (UK). 

We also perform other procedures as required by auditing, ethical and independence standards, the Code and other regulations. We outline below the procedures we 
will undertake during the course of our audit.

Procedures required by standards
• Addressing the risk of fraud and error;
• Significant disclosures included in the financial statements;
• Entity-wide controls;
• Reading other information contained in the financial statements and reporting whether it is inconsistent with our understanding and the financial statements; and
• Auditor independence.

Procedures required by the Code
• Reviewing, and reporting on as appropriate, other information published with the financial statements, including the Annual Governance Statement; and
• Reviewing and reporting on the Whole of Government Accounts return, in line with the instructions issued by the NAO

2. Arrangements for securing economy, efficiency and effectiveness (value for money)
We are required to consider whether the Council has put in place ‘proper arrangements’ to secure economy, efficiency and effectiveness on its use of resources.

Scope of our audit

Our Audit Process and Strategy
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Audit Process Overview

Our audit involves: 
• Identifying and understanding the key processes and internal controls; and

• Substantive tests of detail of transactions and amounts.

For 2020/21, we plan to follow a substantive approach to the audit as we have concluded this is the most efficient way to obtain the level of audit assurance required 
to conclude that the financial statements are not materially misstated. 

Use of Data Analytics:
We will use our computer-based analytics tools to enable us to capture whole populations of your financial data, in particular journal entries. These tools:
• Help identify specific exceptions and anomalies which can then be subject to more traditional substantive audit tests; and 

• Give greater likelihood of identifying errors than random sampling techniques.

We will report the findings from our process and analytics work, including any significant weaknesses or inefficiencies identified and recommendations for 
improvement, to management and the Audit and Governance Committee. 

Internal audit:
We will regularly meet with the Head of Internal Audit, and review internal audit plans and the results of their work. We will reflect the findings from these reports, 
together with reports from any other work completed in the year, in our detailed audit plan, where they raise issues that could have an impact on the financial 
statements.

Scope of our audit

Our Audit Process and Strategy (continued)
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Audit team

Audit team 

The engagement team is led by Hassan Rohimun who has significant experience of Local Government. Hassan is supported by Natalie Ryan who is responsible for 
the day-to-day direction of audit work and is the key point of contact for the Director for Corporate Services.

Use of specialists

When auditing key judgements, we are often required to rely on the input and advice provided by specialists who have qualifications and expertise not possessed by the 
core audit team. The areas where either EY or third party specialists provide input for the current year audit are:

Area Specialists

Pensions disclosure EY Actuaries

Valuation of Land and Buildings Management’s valuation experts/EY real estate

In accordance with Auditing Standards, we will evaluate each specialist’s professional competence and objectivity, considering their qualifications, experience and 
available resources, together with the independence of the individuals performing the work.

We also consider the work performed by the specialist in light of our knowledge of the Council’s business and processes and our assessment of audit risk in the particular 
area. For example, we would typically perform the following procedures:

• Analyse source data and make inquiries as to the procedures used by the specialist to establish whether the source data is relevant and reliable;

• Assess the reasonableness of the assumptions and methods used; 

• Consider the appropriateness of the timing of when the specialist carried out the work; and

• Assess whether the substance of the specialist’s findings are properly reflected in the financial statements.
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Audit timeline

Below is a timetable showing the key stages of the audit and the deliverables we have agreed to provide to you through the audit cycle in 2020/21.

From time to time matters may arise that require immediate communication with the Audit Committee and we will discuss them with the Audit Committee Chair as 
appropriate. We will also provide updates on corporate governance and regulatory matters as necessary.

Timeline

Timetable of communication and deliverables

Walkthroughs

Mar JulFeb MayApr Jun Aug

Planning Substantive 
testing

Planning

Risk assessment and setting of scopes

Audit Plan

Reporting our independence, 
risk assessment, planned 
audit approach and the 

scope of our audit

Walkthroughs

Walkthrough of key 
systems and processes

Interim Audit 
Committee 

Update

Reporting our interim 
work and any control 

observations and 
progress of our work 
on significant risks

Annual Auditors 
Report 

The Annual Audit Letter 
will be provided following 
completion of our audit 

procedures

Audit Results 
Report

Reporting our 
conclusions on key 

judgements and 
estimates and 

confirmation of our 
independence

Year End Audit

Work begins on our year 
end audit. This is when we 

will complete any 
substantive testing not 
completed at interim

Sept Jan SpringNov/Dec
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Independence

The FRC Ethical Standard and ISA (UK) 260 “Communication of audit matters with those charged with governance”, requires us to communicate with you on a timely basis 
on all significant facts and matters that bear upon our integrity, objectivity and independence. The Ethical Standard, as revised in June 2016, requires that we 
communicate formally both at the planning stage and at the conclusion of the audit, as well as during the course of the audit if appropriate.  The aim of these 
communications is to ensure full and fair disclosure by us to those charged with your governance on matters in which you have an interest.

In addition, during the course of the audit, we are required to communicate with you whenever any significant judgements are made about threats to objectivity and 
independence and the appropriateness of safeguards put in place, for example, when accepting an engagement to provide non-audit services.

We also provide information on any contingent fee arrangements , the amounts of any future services that have been contracted, and details of any written proposal to 
provide non-audit services that has been submitted;

We ensure that the total amount of fees that EY and our network firms have charged to you and your affiliates for the provision of services during the reporting period, 
analysed in appropriate categories, are disclosed.

Required communications

Planning stage Final stage

► The principal threats, if any, to objectivity and 
independence identified by Ernst & Young (EY) 
including consideration of all relationships between 
the you, your affiliates and directors and us;

► The safeguards adopted and the reasons why they 
are considered to be effective, including any 
Engagement Quality review;

► The overall assessment of threats and safeguards;

► Information about the general policies and process 
within EY to maintain objectivity and independence.

► Where EY has determined it is appropriate to apply 
more restrictive independence rules than permitted 
under the Ethical Standard [note: additional 
wording should be included in the communication 
reflecting the client specific situation]

► In order for you to assess the integrity, objectivity and independence of the firm and each covered person, 
we are required to provide a written disclosure of relationships (including the provision of non-audit 
services) that may bear on our integrity, objectivity and independence. This is required to have regard to 
relationships with the entity, its directors and senior management, its affiliates, and its connected parties 
and the threats to integrity or objectivity, including those that could compromise independence that these 
create.  We are also required to disclose any safeguards that we have put in place and why they address 
such threats, together with any other information necessary to enable our objectivity and independence to 
be assessed;

► Details of non-audit services provided and the fees charged in relation thereto;

► Written confirmation that the firm and each covered person is  independent and, if applicable, that any 
non-EY firms used in the group audit or external experts used have confirmed their independence to us;

► Written confirmation that all covered persons are independent;

► Details of any inconsistencies between FRC Ethical Standard and your  policy for the supply of non-audit 
services by EY and any apparent breach of that policy; 

► Details of any contingent fee arrangements for non-audit services provided by us or our network firms; 
and

► An opportunity to discuss auditor independence issues.

Introduction
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Independence

We highlight the following significant facts and matters that may be reasonably considered to bear upon our objectivity and independence, including the principal threats, 
if any.  We have adopted the safeguards noted below to mitigate these threats along with the reasons why they are considered to be effective. However we will only 
perform non –audit services if the service has been pre-approved in accordance with your policy.

Self interest threats

A self interest threat arises when EY has financial or other interests in the organisation. Examples include where we receive significant fees in respect of non-audit 
services; where we need to recover long outstanding fees; or where we enter into a business relationship with you.  At the time of writing, there are no long outstanding 
fees.  We believe that it is appropriate for us to undertake permissible non-audit services and we will comply with the policies that you have approved. At the time of 
writing, there are no non-audit services to be provided.

None of the services are prohibited under the FRC's ES or the National Audit Office’s Auditor Guidance Note 01 and the services have been approved in accordance with 
your policy on pre-approval.  The ratio of non audit fees to audits fees is not permitted to exceed 70%. At the time of writing, the current ratio of non-audit fees to audit 
fees is approximately 23%. No additional safeguards are required. 

A self interest threat may also arise if members of our audit engagement team have objectives or are rewarded in relation to sales of non-audit services to you.  We 
confirm that no member of our audit engagement team, including those from other service lines, has objectives or is rewarded in relation to sales to you, in compliance 
with Ethical Standard part 4.

There are no other self interest threats at the date of this report. 

Overall Assessment

Overall, we consider that the safeguards that have been adopted appropriately mitigate the principal threats identified and we therefore confirm that EY is independent 
and the objectivity and independence of Hassan Rohimun, your audit engagement partner and the audit engagement team have not been compromised.

Relationships, services and related threats and safeguards

Self review threats

Self review threats arise when the results of a non-audit service performed by EY or others within the EY network are reflected in the amounts included or disclosed in 
the financial statements.

There are no self review threats at the date of this report. 

Management threats

Partners and employees of EY are prohibited from taking decisions on behalf of senior management of the organisation. Management threats may also arise during the 
provision of a non-audit service in relation to which management is required to make judgements or decision based on that work.

There are no management threats at the date of this report. 
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Independence

Relationships, services and related threats and safeguards

Other threats

Other threats, such as advocacy, familiarity or intimidation, may arise.

There are no other threats at the date of this report. 

EY Transparency Report 2020

Ernst & Young (EY) has policies and procedures that instil professional values as part of firm culture and ensure that the highest standards of objectivity, independence 
and integrity are maintained. 

Details of the key policies and processes in place within EY for maintaining objectivity and independence can be found in our annual Transparency Report which the firm 
is required to publish by law. The most recent version of this Report is for the year ended 1 July 2020 and can be found here: 

EY UK Transparency Report 2020 | EY UK

Other communications
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Appendix A

Fees

Planned fee 
2020/21

Scale fee
2019/20

Final Fee
2019/20

£ £ £

Total Fee – Code work 39,362 39,362 39,362

Proposed scale fee adjustment
27,400

See Note 1
TBC

27,400
See Note 1

Revised proposed scale fee 66,762 39,362 45,517

Additional fees 
TBC

Note 4
N/A

23,100
Note 2

Total other non-audit services TBC N/A TBC

Other non-audit services not 
covered above (Housing
Benefits)

n/a n/a
33,500
Note 3

Total fees TBC 39,362 TBC

The duty to prescribe fees is a statutory function delegated to Public Sector Audit Appointments Ltd (PSAA) by the Secretary of State for Housing, Communities and 
Local Government.  

This is defined as the fee required by auditors to meet statutory responsibilities under the Local Audit and Accountability Act 2014 in accordance with the requirements 
of the Code of Audit Practice and supporting guidance published by the National Audit Office, the financial reporting requirements set out in the Code of Practice on 
Local Authority Accounting published by CIPFA/LASAAC, and the professional standards applicable to auditors’ work.

All fees exclude VAT

Note 1 - For 2019/20, the proposed scale fee adjustment was a result of changes in 
work required to address professional and regulatory requirements and the scope 
associated with risk the profile of the Council. This was raised with the Audit 
Committee in the 2019/20 Annual Audit Letter dated November 2020. Adjustments 
to the scale fee require PSAA approval from PSAA. Our view remains the same in 
terms of the baseline fee required to undertake a compliant, robust and quality audit 
in accordance with regulatory requirements and as such the scale fee adjustment for 
2020/21 is consistent with 2019/20. The proposed fee adjustment is subject to 
PSAA approval.

Note 2 – For 2019/20, the additional fees relate to specific issues we identified at 
the planning stage, this included the work that was required to address the risks 
identified as a result of Covid 19 (Going Concern and Property Plant and Equipment 
Valuations). Additional work was also undertaken on the valuation of investment 
properties and in respect of the pension disclosures. These fees are subject to PSAA 
approval. 

Note 3 - The 2019/20 housing benefits fee has been agreed with management. 
There was an additional £13,000 to the planned fee of £20,500 to complete the 
certification in line with guidance following the identification of errors in the initial 
sample.
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Appendix A

Fees continued
Note 4 

The agreed fee presented is based on the following assumptions:

➢ Officers meeting the agreed timetable of deliverables;

➢ Our accounts opinion and value for money conclusion being unqualified;

➢ Appropriate quality of documentation is provided by the Council; and

➢ The Council has an effective control environment.

If any of the above assumptions prove to be unfounded, we will seek a variation to the agreed fee. This will be discussed with the Council in advance.

Fees for the auditor’s consideration of correspondence from the public and formal objections will be charged in addition to the scale fee.

Other fees for 2020/21 are yet to be determined however we are aware at this stage that there will be additional costs involved in the 2020/21 audit relating to the 
following:

➢ Changes to the Value for Money requirements as per the NAO 2020 guidance as mentioned in section 3 above;

➢ Increased work required as a result in the changes to the estimates standard as mentioned on page 16;

➢ Additional work linked to the increased requirements in the Going Concern standards (see page 14) and;

➢ Risks associated with Covid19 particularly Covid related grants as discussed on page 13.

The additional fees are subject to PSAA approval.
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Our Reporting to you

Required communications What is reported? When and where

Terms of engagement Confirmation by the Audit and Governance Committee of acceptance of terms of 
engagement as written in the engagement letter signed by both parties.

The statement of responsibilities serves as the 
formal terms of engagement between the 
PSAA’s appointed auditors and audited bodies. 

Our responsibilities Reminder of our responsibilities as set out in the engagement letter The statement of responsibilities serves as the 
formal terms of engagement between the 
PSAA’s appointed auditors and audited bodies.

Planning and audit 
approach 

Communication of the planned scope and timing of the audit, any limitations and the 
significant risks identified.

Audit planning report

Significant findings from 
the audit 

• Our view about the significant qualitative aspects of accounting practices including 
accounting policies, accounting estimates and financial statement disclosures

• Significant difficulties, if any, encountered during the audit

• Significant matters, if any, arising from the audit that were discussed with management

• Written representations that we are seeking

• Expected modifications to the audit report

• Other matters if any, significant to the oversight of the financial reporting process

Audit results report

Going concern Events or conditions identified that may cast significant doubt on the entity’s ability to 
continue as a going concern, including:

• Whether the events or conditions constitute a material uncertainty

• Whether the use of the going concern assumption is appropriate in the preparation and 
presentation of the financial statements

• The adequacy of related disclosures in the financial statements

Audit results report

Misstatements • Uncorrected misstatements and their effect on our audit opinion, unless prohibited by 
law or regulation 

• The effect of uncorrected misstatements related to prior periods 

• A request that any uncorrected misstatement be corrected 

• Corrected misstatements that are significant

• Material misstatements corrected by management 

Audit results report

Appendix B

Required communications with the Audit and Governance Committee
We have detailed the communications that we must provide to the Audit and Governance Committee.
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Appendix B

Required communications with the Audit and Governance Committee 
(continued)

Our Reporting to you

Required communications What is reported? When and where

Fraud • Enquiries of the Audit and Governance Committee to determine whether they have 
knowledge of any actual, suspected or alleged fraud affecting the entity

• Any fraud that we have identified or information we have obtained that indicates that a 
fraud may exist

• A discussion of any other matters related to fraud

Audit results report

Related parties • Significant matters arising during the audit in connection with the entity’s related parties 
including, when applicable:

• Non-disclosure by management 

• Inappropriate authorisation and approval of transactions 

• Disagreement over disclosures 

• Non-compliance with laws and regulations 

• Difficulty in identifying the party that ultimately controls the entity 

Audit results report

Independence Communication of all significant facts and matters that bear on EY’s, and all individuals 
involved in the audit, objectivity and independence

Communication of key elements of the audit engagement partner’s consideration of 
independence and objectivity such as:

• The principal threats

• Safeguards adopted and their effectiveness

• An overall assessment of threats and safeguards

• Information about the general policies and process within the firm to maintain objectivity 
and independence

Audit Planning Report and Audit Results 
Report

External confirmations • Management’s refusal for us to request confirmations 

• Inability to obtain relevant and reliable audit evidence from other procedures

Audit results report
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Appendix B

Required communications with the Audit and Governance Committee 
(continued)

Our Reporting to you

Required communications What is reported? When and where

Consideration of laws and 
regulations 

• Audit findings regarding non-compliance where the non-compliance is material and 
believed to be intentional. This communication is subject to compliance with legislation 
on tipping off

• Enquiry of the Audit and Governance Committee into possible instances of non-
compliance with laws and regulations that may have a material effect on the financial 
statements and that the Audit and Governance Committee may be aware of

Audit results report

Internal controls • Significant deficiencies in internal controls identified during the audit Audit results report

Representations Written representations we are requesting from management and/or those charged with 
governance

Audit results report

Material inconsistencies 
and misstatements

Material inconsistencies or misstatements of fact identified in other information which 
management has refused to revise

Audit results report

Auditors report • Any circumstances identified that affect the form and content of our auditor’s report Audit results report

Fee Reporting • Breakdown of fee information when the  audit plan is agreed

• Breakdown of fee information at the completion of the audit

• Any non-audit work 

Audit planning report

Audit results report
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Appendix C

Additional audit information

Our responsibilities required 
by auditing standards

• Identifying and assessing the risks of material misstatement of the financial statements, whether due to fraud or error, design and 
perform audit procedures responsive to those risks, and obtain audit evidence that is sufficient and appropriate to provide a basis 
for our opinion. 

• Obtaining an understanding of internal control relevant to the audit in order to design audit procedures that are appropriate in the 
circumstances, but not for the purpose of expressing an opinion on the effectiveness of the Council’s internal control.

• Evaluating the appropriateness of accounting policies used and the reasonableness of accounting estimates and related disclosures 
made by management.

• Concluding on the appropriateness of management’s use of the going concern basis of accounting. 

• Evaluating the overall presentation, structure and content of the financial statements, including the disclosures, and whether the 
financial statements represent the underlying transactions and events in a manner that achieves fair presentation.

• Obtaining sufficient appropriate audit evidence regarding the financial information of the entities or business activities within the 
Council to express an opinion on the consolidated financial statements. Reading other information contained in the financial 
statements, the Audit and Governance Committee reporting appropriately addresses matters communicated by us to the Audit and 
Governance Committee and reporting whether it is materially inconsistent with our understanding and the financial statements; and

• Maintaining auditor independence.

Other required procedures during the course of the audit

In addition to the key areas of audit focus outlined in section 2, we have to perform other procedures as required by auditing, ethical and independence standards and 
other regulations. We outline the procedures below that we will undertake during the course of our audit.

Purpose and evaluation of materiality 

For the purposes of determining whether the accounts are free from material error, we define materiality as the magnitude of an omission or misstatement that, 
individually or in the aggregate, in light of the surrounding circumstances, could reasonably be expected to influence the economic decisions of the users of the financial 
statements. Our evaluation of it requires professional judgement and necessarily takes into account qualitative as well as quantitative considerations implicit in the 
definition. We would be happy to discuss with you your expectations regarding our detection of misstatements in the financial statements. 

Materiality determines:

• The locations at which we conduct audit procedures to support the opinion given on the financial statements; and

• The level of work performed on individual account balances and financial statement disclosures.

The amount we consider material at the end of the audit may differ from our initial determination. At this stage, however, it is not feasible to anticipate all of the 
circumstances that may ultimately influence our judgement about materiality. At the end of the audit we will form our final opinion by reference to all matters that could 
be significant to users of the accounts, including the total effect of the audit misstatements we identify, and our evaluation of materiality at that date.
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Report to: Audit and Governance Committee, 8th December 2021 
 

Report of: Corporate Director – Finance and Resources  
 

 
Subject: APPOINTMENT OF EXTERNAL AUDITOR 

 
1. Recommendation 
 

1.1 That the Committee recommends to Full Council agreement to opt into the 
PSAA auditor appointments process for the period 2022 - 27. 

 
2. Background 

 
2.1 Section 7 of the Local Audit and Accountability Act 2014 requires the Council to 

appoint a local auditor to audit its accounts for each financial year. The Act sets out 

the arrangements for the appointment of auditors, with the opportunity for 
authorities to make their own decisions about how and by whom their auditors are 

appointed. Section 8 governs the procedure for appointment including that the 
Council must establish an auditor panel and consult, and take account of the advice 
of, the panel on the selection and appointment of a local auditor.  

2.2 Regulations made under the Act allow authorities to ‘opt in’ for their auditor to be 
appointed by an ‘appointing person’ rather than establish an auditor panel and make 

a local decision. In July 2016, Public Sector Audit Appointments (PSAA) were 
specified by the Secretary of State as an appointing person under regulation 3 of the 
Local Audit (Appointing Person) Regulations 2015. A decision to become an opted-in 

authority must be taken in accordance with the Regulation 19, that is by the 
members of an authority meeting as a whole. 

2.3 PSSA undertook the appointment of a suitably qualified audit firm for each of the five 
financial years commencing 1 April 2018 for all those authorities, including Worcester 
City Council, that opted in. Ernst Young (EY) were appointed by PSAA for Worcester 

City and the other two south Worcester Districts, Wychavon and Malvern Hills for the 
period to 31 March 2023. 

 
2.4 The contract with EY is therefore due to expire following the audit of the 2022/23 

accounts and PSAA have launched a new ‘opt-in’ process. The Council has until 11 

March 2022 to notify PSAA of its intentions. 
 

2.5 If the Council decides not to accept the invitation to opt in by the closing date, it 
may subsequently make a request to opt in, but only after 1 April 2023. PSAA is 
required to consider such requests and agree to them unless there are reasonable 

grounds for their refusal. PSAA must consider a request as the appointing person in 
accordance with the Regulations which allow them to recover reasonable costs for 

making arrangements to appoint a local auditor in these circumstances, for example 
if they need to embark on a further procurement or enter into further discussions 
with our contracted firms. 

Page 47 Agenda Item 6



 

2.6 On 23 September the Local Government Association (LGA) wrote to Chief Executives 
and Directors of Finance in all Councils in England and Wales, recommending that 

they opt in to the process. A copy of the LGA letter is attached at Annex A. 
 
3. Preferred Option  

 
3.1 To opt into the auditor appointments process for the appointment of auditors for the 

five-year period commencing financial year 2023/34. 

4. Alternative Options Considered 
 

4.1 To not opt in and seek to appoint a local auditor.  

4.2 Arguments for and against this option are set out in the letter from the LGA annexed 

to the report. In summary, this would require the Council to establish an 
independent Auditor Panel. The members of the panel must be wholly, or a majority 

of, independent members as defined by the Act. Independent members for this 
purpose are independent appointees, this excludes current and former elected 
members (or officers) and their close families and friends. This means that elected 

members will not have a majority input to assessing bids and choosing which audit 
firm to award a contract for the Council’s external audit. 

4.3 A full procurement exercise would be required. Following the decision of EY not to 
undertake the annual Housing Benefits Audit, the three south Worcestershire 
Council’s invited the nine companies approved by The Department for Work and 

Pensions to apply for the work. Only one applied, which is the company already 
undertaking this work at the other billing authorities in Worcestershire. This suggests 

that there is no market for public sector audit work locally. 

5. Implications 
 

5.1 Financial and Budgetary Implications 
 

There is a risk that current external fees levels could increase when the current 
contracts end in 2023.  
 

Opting-in to a national scheme provides maximum opportunity to ensure fees are as 
low as possible, whilst ensuring the quality of audit is maintained by entering into a 

large scale collective procurement arrangement. It also provides for an independent 
assessment of the level of audit fees charged each year, thus preventing a conflict of 
interest over the level of charges to be applied between the auditor and the audited 

body. 
 

If the national scheme is not used some additional resource may be needed to 
establish an auditor panel and conduct a local procurement. Until a procurement 
exercise is completed it is not possible to state what, if any, additional resources 

may be required for audit fees for 2023/24 and how these would compare with a 
PSAA appointed auditor. 

 
5.2 Legal and Governance Implications 

Section 7 of the Local Audit and Accountability Act 2014 requires the Council to 

appoint a local auditor to audit its accounts for a financial year not later than 31 
December in the preceding year.  
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Section 8 governs the procedure for appointment including that the Council must 
consult and take account of the advice of its auditor panel on the selection and 

appointment of a local auditor. 
 
Section 12 makes provision for the failure to appoint a local auditor: the Council 

must immediately inform the Secretary of State, who may direct the Council to 
appoint the auditor named in the direction or appoint a local auditor on behalf of the 

Council. 
 
Section 17 gives the Secretary of State the power to make regulations in relation to 

an ‘appointing person’ specified by the Secretary of State. This power has been 
exercised in the Local Audit (Appointing Person) Regulations 2015 (SI 192) and this 

gives the Secretary of State the ability to enable a Sector Led Body to become the 
appointing person. In July 2016 the Secretary of State specified PSAA as the 

appointing person. There is no other appointing person for this purpose. 
 

5.3 Risk Implications 

The principal risks are that (1) the Council fails to appoint an auditor in accordance 
with the new frameworks or (2) does not achieve value for money in the 

appointment process. As set out in the report, these risks are considered best 
mitigated by opting into the sector-led approach through PSAA. 
 

5.4 Corporate/Policy Implications 
There are no corporate or policy implications arising from this report. 

 
5.5 Equality Implications 

There are no equality implications arising from this report. 

 
5.6 Human Resources Implications 

External audit is undertaken by a wholly independent organisation appointed by a 
third party. There are, therefore, no human resources implications for the Council. 
 

5.7 Health and Safety Implications 
 There are no health and safety implications arising from this report. 

 

5.8 Social, Environmental and Economic Implications 

There are no social, environmental or economic implications arising from this report. 
A locally-appointed independent auditor may have the implication of reducing 

environmental impacts due to reduced travel requirements. However, for the past 
two years the audit has been largely conducted remotely without the need for on-site 
presence. Travelling has therefore been reduced virtually to zero, except for 

attendance at audit committee. 

 
 
Ward(s):   All wards 

Contact Officer: Shane Flynn, Corporate Director – Finance and Resources: 
Tel 01905 722536; email: shane.flynn@worcester.gov.uk 

Background Papers: Letter from LGA, annexed   

Page 49



 

ANNEX A 

Letter from the Local Government Association regarding auditor appointments 

 

From the Chairman of the Association 

Cllr James Jamieson 

  
To: Mayors/Leaders/Chief Executives/Chief Finance Officers of English 
Principal Councils   
  
23 September 2021 
  
Dear David Blake, 
  
Retender of External Audit Contracts  
  
I am writing because your council must shortly make a decision whether to opt into the national 
arrangement for the procurement of external audit or procure external audit for itself, and to set out the 
LGA’s view on that decision.   
  
In most councils this matter will be considered first in detail by the Audit Committee. You will therefore no 
doubt wish to pass on a copy of this letter and the more detailed attachment to the colleague who chairs 
the relevant committee.   
  
Legislation requires a resolution of Full Council if a local authority wishes to opt into the national 
arrangement. The practical deadline for this decision is 11th March 2022.  As this is a decision for the Full 
Council, I wanted to ensure that you had sight of the letter that has been sent to audit and finance 
colleagues and that you are aware of the crucial issues to be considered.  
  
The way external audit has operated over the last couple of years has been extremely 
disappointing.  This has led to many audits being delayed and dozens of audits remain uncompleted 
from 2019/20. Dealing with these issues is not a quick or easy fix.   
  
Nevertheless, the LGA’s view is that the national framework remains the best option for councils. There 
are many reasons for favouring the national arrangements and we think those reasons have become 
more compelling since 2016/17 when councils were last asked to make this choice.    
  
We believe that in a suppliers’ market it is imperative that councils act together to have the best chance 
of influencing the market and for nationally coordinated efforts to improve the supply side of the market 
to be effective.  
  
The information attached goes into more detail about the background to this decision.  My officers will be 
happy to answer any questions you may have. Please contact Alan Finch (alan.finch@local.gov.uk) if 
you have any issues you would like to raise.    
  
Yours sincerely 
 
Cllr James Jamieson   
Chairman 
  
cc: Chief Executive 
      Chief Finance Officer   
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RETENDER OF EXTERNAL AUDIT CONTRACTS  
Information from the LGA for those charged with governance  
  
The process for retendering for external audit in local authorities in England, for contracts due to start 
from 2023/24, is now underway and shortly the council will need to decide whether to procure its own 
external auditor or opt into the national procurement framework.   
  
Legislation requires a resolution of Full Council if a local authority wishes to opt into the national 
arrangement.  The deadline for this decision is the 11th March 2022. If the council doesn’t make such a 
decision, the legislation assumes that the council will procure its own external audit, with all the extra 
work and administration that comes with it.  
  
The national framework remains the best option councils can choose. There are many reasons for 
favouring the national arrangements and we think those reasons have become more compelling since 
2016/17 when councils were last asked to make this choice.   
  
The way external audit has operated over the last couple of years has been extremely disappointing. A 
lack of capacity in the audit market has been exacerbated by increased requirements placed on external 
auditors by the audit regulator.  There is also a limited number of firms in the market and too few 
qualified auditors employed by those firms. This has led to a situation where many audits have been 
delayed and dozens of audit opinions remain outstanding from 2019/20 and 2020/21. Auditors have also 
been asking for additional fees to pay for extra work.  
  
As the client in the contract, a council has little influence over what it is procuring.  The nature and scope 
of the audit is determined by codes of practice and guidance and the regulation of the audit market is 
undertaken by a third party, currently the Financial Reporting Council.  Essentially. councils find 
themselves operating in what amounts to a suppliers’ market and the client’s interest is at risk of being 
ignored unless we act together.  
    
Everyone, even existing suppliers, agrees that the supply side of the market needs to be expanded, 
which includes encouraging bids from challenger firms. Public Sector Audit Appointments Ltd (PSAA), 
the body nominated by the Government to run the national arrangements, has suggested various ways 
this could be done, but these initiatives are much more likely to be successful if a large number councils 
sign up to the national scheme.  
  
It is therefore vital that councils coordinate their efforts to ensure that the client voice is heard loud and 
clear. The best way of doing this across the country is to sign up to the national arrangement.    
  
To summarise, the same arguments apply as at the time of the last procurement: 

 A council procuring its own auditor or procuring through a joint arrangement means setting up an Audit 

Panel with an independent chair to oversee the procurement and running of the contract.   

 The procurement process is an administrative burden on council staff already struggling for capacity. 

Contract management is an ongoing burden.  

 Procuring through the appointing person (PSAA) makes it easier for councils to demonstrate independence 

of process.  

 Procuring for yourself provides no obvious benefits:  

o The service being procured is defined by statute and by accounting and auditing codes   

o Possible suppliers are limited to the small pool of registered firms with accredited Key Audit 

Partners (KAP).    

o Since the last procurement it is now more obvious than ever that we are in a ‘suppliers’ market’ in 

which the audit firms hold most of the levers.   
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 PSAA has now built up considerable expertise and has been working hard to address the issue that have 

arisen with the contracts over the last couple of years:  

o PSAA has the experience of the first national contract. The Government’s selection of PSAA as the 

appointing person for a second cycle reflects MHCLG’s confidence in them as an organisation.  

o PSAA has commissioned high quality research to understand the nature of the audit market.  

o It has worked very closely with MHCLG to enable the government to consult on changes to the 

fees setting arrangements to deal better with variations at national and local level, hopefully 

resulting in more flexible and appropriate Regulations later this year  

  
Councils need to consider their options. we have therefore attached a list of Frequently Asked Questions 
relating to this issue which we hope will be useful to you in reaching this important decision.   
  
When the LGA set up PSAA in 2015, we did so with the interests of the local government sector in mind. 
We continue to believe that the national arrangement is the best way for councils to influence a 
particularly difficult market.  
  
If you have any questions on these issues please contact Alan Finch, Principal Adviser (Finance) 
(alan.finch@local.gov.uk).  
  
  

PROCUREMENT OF EXTERNAL AUDIT from financial year 2023/24 

FREQUENTLY ASKED QUESTIONS  

  

“Were prices set too low in the current contract?”  

It is clear that firms did submit bids that reflected what seemed at the time to be very stable 

market conditions. Unfortunately, a series of financial collapses in the private sector have since 

created a very different climate and resulted in a whole series of new regulatory pressures.  It is 

very likely that firms thought they could make savings as a result of the new timetable, essentially 

finishing the accounts audits by the end of July each year. Of course, that is not what has 

happened.  

The Government opened up the market principally on the argument that costs would reduce, and 

views were mixed in the sector when the first contract was being let. Some councils wanted more 

savings and some were worried about reduced standards.   

“Has the current contract helped cause these issues?” 

Since the current contract is based around the Code of Audit Practice and the local government 

accounting code, this is unlikely.  The first year of the new contract coincided with the introduction 

of new standards and with the emergence of some difficult audit issues such as the McCloud 

judgement (a legal case which affected the valuation of pension liabilities). The second year was 

affected by COVID-19.  This laid bare the lack of capacity in the supplier side of the market and 

led to considerable delays.  It is hard to see how the contract could have pre-empted this, but 

now we are clearer about the level of uncertainty in the system, the next contract can adjust for 

it.   

“If we let our own contract, could we have more influence over auditors?” 

No. The auditors are required to be independent and are bound by the Codes and need to deliver 
to them in line with the regulator’s expectations or face action under the regulatory framework.  
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As far as delays in audits is concerned, auditors are required to allocate resources according to 
risk and councils that procure for themselves will find themselves in the same queue as those 
within the national arrangement.   
  

“If we let our own contract, can we get the auditors to prioritise our audit over others?” 

Very unlikely. Auditors are running at full capacity and have to deploy resources according to 

their assessment of audit risks in accordance with professional standards.  It is very unlikely that 

auditors could give preference to some clients rather than others even if they wanted to.   

“Didn’t we used to get more from our auditors?” 

Yes we did.  For example, auditors were often prepared to provide training to audit committees 

on a pro-bono basis.  The fact that they used to be with us for most of the year meant officers 

could develop professional working relationships with auditors and they understood us better, 

within the boundaries required of their independent status.   Auditors no longer have the capacity 

to do extra work and the light shone on audit independence in other sectors of the economy has 

reinforced the rules on the way auditors and councils work together.  

“Under the national framework we have had to negotiate our own fee variations. Will that continue to be 

the case?”  

Unfortunately, virtually all councils have had to engage in discussions with auditors about fee 

variations linked to new regulatory requirements and, of course, the challenges of COVID-

19.   SAA has worked hard with MHCLG to enable the recent consultation on changes to the fee 

setting regime, and the resulting regulatory change will bring scope for more issues to be settled 

at a national level in future.  

“Can we band together in joint procurements to get most of the benefits of not going it alone?”  

We understand that this is lawful.  However, joint procurement partners would not be part of 

PSAA’s efforts on behalf of the sector to increase the number of firms competing in the market, 

which will therefore be less likely to succeed.  

At best, joint procurement spreads the pain of procuring over a larger number of councils and at 

worst it introduces a new layer of bureaucracy, because someone is going to have to take the 

lead and bring all the members of the consortium along.   It’s not altogether clear to us why a joint 

procurement would be better than the national contract, especially as the consortium would then 

have to manage the contract throughout its life (for example, the implications of changes of audit 

scope).   

  
 

 

 
This email may include confidential information and is solely for use by the intended recipient(s). If you have 
received this email in error please notify the sender immediately. You must not disclose, copy, distribute or retain 
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any part of the email message or attachments. No responsibility will be assumed by the LGA for any direct or 
consequential loss, financial or otherwise, damage or inconvenience, or any other obligation or liability incurred 
by readers relying on information contained in this email. Views and opinions expressed by the author are not 
necessarily those of the organisation nor should they be treated, where cited, as an authoritative statement of 
the law, and independent legal and other professional advice should be obtained as appropriate. Visit the Local 
Government Association website – www.local.gov.uk  
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Report to: Audit and Governance Committee, 8th December 2021 
 

Report of: Head of Internal Audit Shared Service, Worcestershire Internal Audit 
Shared Service 

 

 

Subject:   INTERNAL AUDIT PROGRESS REPORT FOR 2021/22 
 
1. Recommendation 

 
1.1 That the Committee note the report. 

 
2. Background 

 
2.1 To provide an update on Internal Audit’s progress towards meeting its objectives as 

set out in the audit plan for 2021/22. 

2.2 The Council is required under Regulation 6 of the Accounts and Audit Regulations 
2018 to “maintain in accordance with proper practices an adequate and effective 

system of internal audit of its accounting records and of its system of internal 
control”. 

3.  Summary of Activity: 

 
3.1 A rolling testing programme on Debtors and Payroll has continued throughout Q1 

and Q2 and the results will be reported during Q4 for 2021/22. 
 

3.2 There have been several audits completed as part of the 2020/21 programme since 

the last progress report; ICT, GDPR, Debtors, Creditors, Council Tax, NNDR, 
Benefits, Cash Receipting and are reported at Appendix 3.  Two audits that have 

also been taking place as part of the 2021/22 programme are Grants and Project 
Management. 
 

3.3 2020/21 work completed but awaiting management response/sign off is Payroll. 
 

3.4 Follow Up work has been continuing regarding Front Line Housing, Car Parking, 
Welfare Assistance. The results can be found at Appendix 4.  Follow up for 
Sansome Walk is awaiting management sign off.   

 
3.5 2021/22 Internal Audit Plan. 

3.6 Audits finalised at the end of October 2021 included: 
 Worcester Regulatory Services 

 

3.7 Audits progressing through the draft report stage at the end of October 2021 
included: 

 Project Management 
 Treasury Management 
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3.8 Audits progressing through the final clearance stage at the end of October 2021 

included: 
 Grants 

 

3.9 Audits being worked on or due to commence during Q3 included: 
 GDPR 

 Debtors 
 Main Ledger 
 Council Tax (outline testing schedule and scoping) 

 NNDR (outline testing schedule and scoping) 
 Benefits (outline testing schedule and scoping) 

 Caring for Communities and People (CCP) 
 Disabled Facilities Grants 

 
3.10 As work on the audits indicated above is classed as on-going or awaiting a 

management response a final ‘Assurance’ level will be assigned on completion along 

with the appropriate report reported to the next available Committee. 
 

3.11 Critical review audits are designed to add value to an evolving Service area.  
Depending on the transformation that a Service is experiencing at the time of a 
scheduled review a decision is made regarding the audit approach. Where there is 

significant change taking place due to transformation, restructuring, significant 
legislative updates or a comparison required a critical review approach will be used.  

To assist the service area to move forward, challenge areas will be identified using 
audit review techniques. The percentage of critical reviews will be confirmed as part 
of the overall outturn figure for the audit programme.  To date, no critical review 

audits have been undertaken during 2021/22. 
 

4. National Fraud Initiative (NFI) 
 

4.1 NFI data set uploads were completed in January 2021. Matches have been received 

by the Authority and checking will be undertaken in due course.  WIASS is now 
working towards the next significant data set upload for NFI which is scheduled for 

December 2021. WIASS continues to play a supporting role for all the Partners 
regarding the NFI exercise.  

 

5. Follow-Up Audits 
 

5.1 Follow up reviews are an integral part of the audit process.  There is a rolling 
programme of review that is undertaken to ensure that there is progress with the 
implementation of the agreed action plans.  The outcomes of the follow up reviews 

are reported in full at Appendix 4, where applicable, so the general direction of 
travel and the risk exposure can be considered by Committee.   

 
Throughout Q1, Q2 and Q3 there has been follow up taking place regarding Front 
Line Housing, Car Parking, Welfare Assistance and Sansome Walk, Health and Safety 

and ICT. Any material exceptions arising from audit ‘follow up’ will be brought to the 
attention of the Audit Committee. There are no material exceptions to report 

currently. 
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6. Risk Management 

 
6.1 Embedding the risk process continues and Committee will be appraised of the key 

risk areas on a regular basis.  The Pentana system continues to be used to capture 

and report on risk.   Regular reporting has been established regarding risk 
information with updates being brought before this Committee as well as being 

presented before the Policy and Resources Committee. Risk registers are now well 
established for Services and are complemented by the corporate risk register.  The 
COVID-19 risk register which was established at the start pf the pandemic has been 

reviewed and risks have now been closed or amalgamated into Service Risk 
Registers for ongoing monitoring purposes. 

 
7. Independence 

 
7.1 WIASS delivers the audit programme in conformance with the International 

Standards for the Professional Practice of Internal Auditing (ISPPIA) as published by 

the Institute of Internal Auditors. WIASS recognise there are other review functions 
providing other sources of assurance (both internally and externally) over aspects of 

the Council’s operations.  Where possible WIASS will seek to place reliance on such 
work thus reducing the internal audit coverage as required. WIASS confirms it acts 
independently in its role as internal audit and applies safeguards where there is any 

potential for conflict of interest. A self-assessment took place in August 2020 to 
identify potential areas for improvement and a programme of improvement was 

agreed before the Client Officer Group in September 2020.  Progress as at the end of 
Q2 regarding the improvement plan is reported for information at Appendix 5. 
 

8. Appendices 
 

8.1 Appendix 1 shows the progress that has been made since 1st April 2021 to the 31st 
October 2021 towards delivering the Internal Audit Plan set for the year.  At the 31st 
October 2021 a total of 167 days had been delivered against a target of 305 days for 

2021/22.  An additional 24 days have been lost due to significant disruption to the 
ICT provision and consequently has impacted productivity and will be accounted for 

against the plan total. 
 

8.2 Appendix 2 shows the performance indicators for the service based on the original 

plan. 
 

8.3 Appendix 3 provides the finalised audit reports. 
 

8.4 Appendix 4 provides the Committee with the ‘Follow Up’ audit report confirming 

recommendation implementation progress by management and identifying any 
exceptions. 

 
8.5 Appendix 5 provides the Quality Assurance Improvement Plan overview and is 

reported to Audit Committee for information.  

 
 

 
Ward(s):    N/A 

Contact Officer:   Andy Bromage, Tel: 01905 722051   
Email:     email: andy.bromage@worcester.gov.uk 
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Background Papers:  None 
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APPENDIX 1 

 
 

Delivery against Internal Audit Plan for 2021/22 
as at 31st October 2021 

 
 
Audit days 
used are 
rounded to 

the 

nearest 
whole. 
 
Note 1 
This figure 

includes 
Quality 

Assurance 
monitoring 

work and the 
Revenues 

and Benefits 
Shared 

Service audit 
work 

undertaken. 
A rolling 

programme 
of testing 

was 
introduced 

during 
2018/19 for 
several of the 
core financial 

systems 
providing better coverage. The results are reported during Q4. 
 
Note 2 
‘Other Systems Audits’ include budgets which are used throughout the year as well as those budgets which are used for specific events (e.g. 
investigations) on a draw down basis therefore the amount of days used can fluctuate across the quarters and can result in budgets not being 
fully used. 
 
Note 3:  
‘Other chargeable’ days equate to times where there has been, for example, significant disruption to the IT provision resulting in lost 
productivity. 

 
Note 4: 
Work that is carried out for the County Council e.g. DFG’s is included as part of this budget. 

 

 

Audit Area 
Original 

2021/22 Plan Days 

 
Forecasted days to 

the 31/12/21 
AUDIT DAYS USED 

TO 31/10/21 
 

Core Financial Systems 
(See note 1) 

113 90 58 

Corporate Audits (see Note 4) 47 45 38 

Other Systems Audits  
(See note 2) 

75 53 34 

Sub Total  235 188 130 

    

Audit Management Meetings 20 19 18 

Corporate Meetings / 

Reading  
25 18 14 

Annual Plans, Reports and 

Audit Committee support 
25 12 5 

Sub Total 70 49 37 

Total 305 237 167 

Other chargeable (see Note 3)   24 

 Grand Total   193 
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APPENDIX 2 
 

Performance against Key Performance Indicators 2021-2022  
The success or otherwise of the Internal Audit Shared Service will be measured against some 

of the following key performance indicators for 2021/22. Other key performance indicators 
link to overall governance requirements of Worcester City Council e.g. KPI 4, 5 and 6.  The 

2021/22 position will be populated on a cumulative basis throughout the year. 
 

 
WIASS delivers the internal audit programme in conformance with the public sector internal audit standards which provide 

the professional practice for internal auditing. 

  

 

 KPI Trend/Target 

requirement 

2021/22 Position 

(as at 31st October 

2021) 

 Frequency of 

Reporting 

Operational 

1 No. of audits 

achieved during the 

year  

Per target 

 

Target = 12 

(minimum) 

Delivered = 1 
3 nearing completion and 

rolling programme 
undertaken 

 

 When Audit 

Committee convene 

2 Percentage of Plan 

delivered 

>90% of agreed 

annual plan 

54%  When Audit 

Committee convene 

3 Service productivity Positive direction 

year on year 

(Annual target 

74%) 

57% 

 

 
(Average for 2020/21 

62%) 

 When Audit 

Committee convene 

Monitoring & Governance 

4 No. of ‘high’ priority 

recommendations  

Downward 

(minimal) 

Nil to report to date 

 
(2020/21 = 4) 

 When Audit 

Committee convene 

5 No. of moderate or 

below assurances 

Downward 

(minimal) 

Nil to report to date. 

 
(2020/21 = 3) 

 When Audit 

Committee convene 

6 ‘Follow Up’ results 

(by exception) 

Management 

action plan 

implementation 

date exceeded 

(nil) 

Nil to report to date 

 

Exceptions 

 
(2020/21 = 0) 

 When Audit 

Committee convene 

Customer Satisfaction 

7 No. of customers 

who assess the 

service as ‘excellent’ 

Upward 

(increasing) 

Nil returns to date. 

 

(2020/21 = 1) 

 When Audit 

Committee convene 
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APPENDIX 3 
Finalised Reports for 2021/22 

Worcestershire Internal Audit Shared Service  
 

 

 

 
 
 

 
Final Internal Audit Report 

 

Licensing 2020-21 & 2021-22 
 

15th October 2021 
 

 
Distribution: 

 
To: Licensing and Support Services Manager 
      Head of Regulatory Services 
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1. Introduction 
 

1.1      The audit of Licensing was carried out in accordance with the Worcestershire Internal Audit Shared Service Audit Plan for Bromsgrove District 
Council for 2020/21 and 2021/22 as approved at the Audit, Standards and Governance Committee on 5th March 2020 and 15th July 2021. The 

audit was a risk-based systems audit of Licensing as operated by Bromsgrove District Council. 

 
1.2 This review links directly to the Bromsgrove District Council Plan 2019-23 purpose - Run and grow a successful business and Communities which 

are safe, well maintained, and green. 
 
1.3 A limited risk of fraud exists if, via collusion, controls surrounding licensing processes are bypassed to allow actions to go undetected or required 

actions are not undertaken appropriately leading to inappropriate licensing. 
 

2. Audit Scope and objective 
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2.1 The audit was to provide assurance on the processes surrounding the management of licenses issued by Worcestershire Regulatory Services, 
including the recovery of expired, revoked or suspended licenses, The assurance was predominantly regarding Taxi Driver and Vehicle Licensing, 
but other licensing was considered as part of the review to provide assurance on consistency of approach and embedded practice. 

 
2.2  Scope: 

 Processes in place to capture decisions from licensing committees regarding all changes to licensing requirements for businesses and 

individuals 
 Comprehensive notes are held against records to ensure full case history is available and can be reported at any point in time 
 Physical recovery of expired, revoked or suspended licenses along with reconciliation 
 Recording of licenses and embedded system abilities to manage licenses and actions 
 Review process for licensing applicants (to identify if licenses have previously been issued) 
 Reporting of position to each Authority in regard to cases is clear, concise and timely. 

 
 
2.3 The review covered the period from 1st April 2020 to the date of the audit and ran across two municipal years. 

 

2.4 The review was performed during April to June 2021. 
 

3 Audit Opinion and Executive Summary 

 
3.1 From the audit work carried out we have given an opinion of significant assurance over the control environment in this area.  The level of 

assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined 
in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A.  However, it should be noted that statements of assurance levels are 
based on information provided at the time of the audit.  We have given an opinion of significant assurance in this area because there is generally 

a sound system of internal control in place designed to meet the organisation’s objectives.  However isolated weaknesses in the design of controls 
or inconsistent application of controls in a small number of areas put the achievement of a limited number of system objectives at risk. 

 
3.2 It should be noted regarding Taxi Licensing there are layered controls to ensure as much as possible suspended drivers are unable to operate.  

Due to the nature of the licensing and mobility of both vehicles and driver’s controls can be severely tested.  On occasions immediate collection of 
the licensing plates and licenses may not be possible due to the very nature of taxi driving/licensing. There is a clear protocol in place which notifies 
various agencies including the Police there is action pending. The audit identified there are reasonable and practical controls in place to identify 
required actions and minimise any delays in the obtaining of any license after suspension. The audit has also identified a number of controls newly 

or in the process of being implemented to further improve the control environment and mitigate any potential risk to the public in this particular 

area of licensing. The areas of enhanced control include: 
 

 Implementation and use of the National Register of Taxi and Private Hire License Revocations and Refusals (NR3) 
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 Review of suspension letters to ensure wording is clear and drivers understand the actions taken and their responsibility to surrender 
licenses 

 Time at the end of Magistrates Court Appeals to physically recover the license 
 A follow up letter also sent to the prison (if required) reminding the licence holder it is a criminal offence to drive whilst their licence has 

been suspended or the licence has been revoked.  

 

Even with enhanced controls in place any actions required are fundamental and intrinsically linked to the information that is agreed at committee 
and fed back/noted on a case-by-case basis by the officer in attendance. There will always be a potential risk of an individual operating without 
the necessary license but there are mitigations in place that reduce this to a minimum.  

3.3 The review found the following areas of the system were working well: 
 Attendance and provision of information for Committees and Sub-Committees 
 Record keeping of license holders via a uniformed system 

 Existing and additional controls for the recovery of licenses and the development of processes to improve controls. 
 System abilities to manage license variations and produce reports for management purposes 
 Identification of applicants who have previously had a license suspended or revoked and the introduction of the National Register of Taxi 

and Private Hire Licence Revocations and Refusals (NR3) 

 
3.4 The review found the following areas of the system where controls could be strengthened: 
 

 
 
 

 
 
 
 

4 Detailed Findings and Recommendations 
 
The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 
action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 
out in the “Definition of Priority of Recommendations” table in Appendix B. 
 

Ref. Priority Finding Risk Recommendation Clearance meeting 

discussion points 

New findings arising 

 Priority 
 

Section 4 
Recommendation 

number 

New Matters Arising 

Use of Authority Enforcement Officers & Exception Reporting Low 1 
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1 Low Use of Authority Enforcement 
Officers & Exception 
Reporting 
 

As reported in the overview the 
risk of drivers operating without a 

licence or during a suspension can 
never be eliminated due to the 
nature of the license. Additional 
controls could be considered to 
aid in the limitation of 

reputational damage and to 
reduce the number or time drivers 
operate without a valid license. 
 
 

 
 
 
Increased reputational 

damage to Worcestershire 
Regulatory Services and the 

Client Authority if drivers are 
unlicensed. 
 
Taxi drivers operating 
without a valid license for 

extended periods could 
potentially render themselves 
uninsured leading to 
increased risk to the public 
and other road users should 

there be an incident.   

 
 
 
At the point a license is 

suspended and especially if 
a license cannot be located 

and recovered the relevant 
Officers at the client 
authority are made aware at 
the earliest opportunity and 
kept updated as the case 

progresses to ensure that 
potential reputational 
damage can be managed.  
To further minimise risk and 
increase the potential to 

spot unlicensed drivers, 
consideration is given to 

whether Worcestershire 
Regulatory Services could 
work with the Civil 
Enforcement Officers 
(CEO’s) of the various 
Authorities.  As the CEO’s 

patrol the districts daily and 
they could potentially 

identify locations of 
unlicensed taxi drivers and 
pass that intel to 
Worcestershire Regulatory 
Services for action. 

Enforcement would be via 
WRS and the Police, but it 
may improve visual 
coverage within each of the 

districts thus acting as a 
deterrent regarding 
unlicensed driving. It is 

 
Management Response: 
 
WRS are acutely aware of both 

the importance and risk 
associated with not retrieving a 

driver’s badge once there is a 
decision made to suspend or 
revoke a licence. 
 
Currently WRS undertake 2 

visits to the licence holders 
named residence to retrieve a 
badge if it is not: 
 

1. Returned to WRS by the 

licensee once a letter of 
suspension/revocation 

has been hand 
delivered. 

2. Retrieved from the 
licence holder after the 
Court hearing 

 

Further to this we have 
introduced a warning letter that 

each district legal team are 
notified of which is sent to the 
home address and prison (if 
necessary) to remind the driver 
that it is an offense to drive 

without a licence and the badge 
should be returned to WRS.  
 
WRS have previously attempted 

to engage with all district 
enforcement teams with a view 
they could provide on the 
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recommended that this 
approach is only used when 
necessary and any such 
approach or working 

arrangements would need to 
be agreed.  

ground support to licensing 
officers including the power to 
issue points through our internal 
points system.   

 
WRS will continue to pursue 

this direction of travel and will 
contact all districts again as a 
response to this audit. There 
was positive groundwork 
maintained with Worcester City 

prior to the pandemic with one 
of our Senior officers 
presenting to all enforcement 
officers through a virtual 
meeting. WRS are more than 

happy to engage with the 
teams on a regular basis but as 

already specified these would 
need to be within certain 
parameters.  
 
During recent months the team 
have concentrated more on 

proactive enforcement with 
officers actively being out in 

districts but also taking part in 
joint operations with the police. 
The pandemic has strengthened 
our partnership with the Police 
and, we continue to work with 

them closely on all licencing 
matters not just taxis. Officers 
have been working with most of 
these drivers for long periods of 

time and know themselves who 
are suspended therefore all 
these initiatives are small steps 
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to achieving the overall 
objectives set out in this audit.  
 

 
 

5. Independence and Ethics: 
 
 WIASS confirms that in relation to this review there were no significant facts or matters that impacted on our independence as Internal Auditors that 

we are required to report. 
 WIASS conforms with the Institute of Internal Auditors Public Sector Internal Audit Standards 2013 (revised 1st April 2017) and confirms that we are 

independent and able to express an objective opinion in relation to this review.  
 WIASS confirm that policies and procedures have been implemented to meet the IIA Ethical Standards. 
 Prior to and at the time of the audit no non-audit or audit related services have been undertaken for the Council within this area of review. 

 
Head of Internal Audit Shared Services 

  

P
age 68



 

 
Finalised Audit Reports for 2020/21 

 
 

Worcestershire Internal Audit Shared Service  
 
 

  
 

Final Internal Audit Report 
 

ICT Service 2020-21 
 

30th April 2021 
 

 
Distribution: 

 
To:  ICT Shared Service Manager 

Director of Finance & Resources and Section 151 – WCC 
 Deputy Director – Corporate Policy and Strategy – WCC 
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3. Introduction   
 

1.1 The audit of the ICT Service was carried out in accordance with the draft Worcestershire Internal Audit Shared Service Audit Plan for Worcester 

City Council as approved by the Audit and Governance Committee on 29th July 2020. The audit was a risk based systems audit of the ICT Service 
as operated by Wychavon District Council. 
 

1.2 This review underpins all of the corporate objectives within Worcester City Councils Business Plan. 

 
1.3 The risks on the corporate risk register relevant to this review for Worcester City Council were:  

 

 CP-SRK-011 ICT Infrastructure (Risk that the ICT infrastructure will not support mobile working)  
 CP-SRK-008 ICT Equipment (If we do not have sufficient availability of working ICT equipment to meet the needs of new starters and agile 

staff requirements this could adversely effect productivity and ability to deliver council services) 
 CRK-014 Shared Service (If we fail to monitor/ manage where applicable all shared services which leads to a significant service failure)  
 CP-SRK-008 ICT Equipment (If we do not have sufficient availability of working ICT equipment to meet the needs of new starters and agile 

staff requirements this could adversely effect productivity and ability to deliver council services) 

 
 
1.4 This review was undertaken during the months of August, September and October 2020.  
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4. Audit Scope and objective 
 

4.1. This review was undertaken to provide assurance that the correct level of monitoring of ICT projects implementation is taking place. A review also 
considered where the service is with the progress on the implementation of agile working and distribution of laptops for home working. Due to the 
unprecedented move to wholesale agile working for all three authorities at the same time due to first national lockdown for COVID-19 that began 

in March 2020, the ICT Service needed a pragmatic solution to roll hardware out, on mass, to ensure Officers could continue to provide critical 

services for all three Authorities at the time of most need against the back drop of COVID-19.  This resulted in some laptops being issued with a 
less than satisfactory build quality but provided a remote working facility for staff at the time.  This review will look to provide assurance that any 
challenges encountered with this rollout have been resolved.  

 
As the ICT service moves more towards cloud based systems e.g.  Office 365 and Teams, a review will be undertaken on cloud computing to give 
assurance over the collaboration of documents and that there are appropriate terms in place to allow sound contract management to take place.  

 
The review will also provide assurance in regard to the incident management plan and process in place, and review how ICT services manage 
specific cyber incidents and SYSAID. Finally, from a security element the review will also report on how ICT services are protecting the network 
from phishing incidents. 

 
 
 

4.2. This reviewed covered the controls in place at the time of the audit.  
 

4.3. This review did not cover: 
 
 ICT security – reliance is placed on the Public Service Network audit undertaken on an annual basis via an external company and IT health 

check.  
 Use of social media.  

 Technical assessment of the suitability of system parameters   

5. Audit Opinion and Executive Summary 
 
5.1. From the audit work carried out we have given an opinion of Moderate assurance over the control environment in this area.  The level of 

assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined 
in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A.  However, it should be noted that statements of assurance levels are 

based on information provided at the time of the audit.   
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5.2. We have given an opinion of Moderate assurance in this area because the system of control is generally sound within ICT shared services and 
the overall service provision.  However, some risks and barriers have been identified within the expected control framework at Worcester City 
Council, therefore increasing the risk that the system will not meet its objectives.  This is outside the control of the shared service.  Assurance can 
only be given over the effectiveness of controls within some areas of the system.  
 

5.3. As part of the response to the pandemic and the move from office based staff to more flexible and remote working to cope with the pandemic 

restrictions, especially in the initial lockdown period, the review considered the decisions made to facilitate the ability to ensure staff were able to 
continue to work and provide critical services.  The review found that the ICT management board took the decision, based on the facts at the time 
and the identified risks to provide staff laptops without video conferencing functionality. It became apparent soon after the procurement of the 
laptops that the pandemic was not going to be a short-term issue. The strategic overview along with the basic requirements of the equipment had 
fundamentally changed.  It became apparent that staff would need to work from home long-term, which meant that video conferencing and more 
powerful and flexible laptops were needed to cope with this seismic shift in demand requirements. Although there was some financial risk associated 

with this from the purchase and deployment of the initial laptops, Worcester City Council have accepted the risk and, given the circumstances, 
available information at the time and risk profile again, the same decision would have been repeated, as the benefits of all staff having a laptop 
providing remote access so that services could continue to be delivered far outweighed the risks.  
 

5.4. The review found the following areas of the system were working well: 
 Response to dealing with repeat offenders and monitoring of incidents 
 There is good risk awareness around the authorities around cyber security and dealing with security incidents.  

 The ICT service response to dealing with COVID-19 and the strategic shift to home working and ensuring that staff had enough capacity 
on the network to work from home.  

 Although there is a sound strategy in place for ICT, COVID-19 has seen lessons learnt which are shaping the new strategy as the 
requirements for the authorities moving forwards have changed. 

 
 
5.5. The review found the following areas of the system where controls could be strengthened: 

 
 
 

 
 

 
 
 

 
 

 Priority 
(see Appendix 4) 

Section 4 
Recommendation 

number 

Council Asset Inventories High 1 

Implementation of Office 365 Medium 2 

Sysaid System Medium 3 

Agile working policy Medium 4 

Project Plan monitoring  Low 5 
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6. Detailed Findings and Recommendations     
The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 
action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 
out in the “Definition of Priority of Recommendations” table in Appendix 4. 

 
Ref. Priority Finding Risk Recommendation Management Response and 

Action Plan 

Issues brought forward from previous audit 

1 H Council Asset inventories  
 

 
During the review the following 
findings were found and risks 
identified: -  
 

1.) ICTSS maintain an asset 
register of ICT equipment 

(excluding mobile phones). 
However, this has not been kept 
up to date as equipment was 
rapidly issued by Worcester City 
during the early stages of the 
pandemic. During this time 
Worcester City Council has been 

keeping a separate asset register.   

2.) Although there are controls 
now in place since COVID-19 over 
the equipment handed out, there 
is anecdotal evidence that some 
may not be accounted for 

correctly as a small number of 
employees have passed 
equipment around within teams 
and not let the Strategy team  
know.  

 
 

 
The potential risk associated 
with the findings are: 
1.) Theft if the asset register 
is not updated as staff cannot 

be held accountable for 
equipment if there is no clear 

understanding what they 
have been allocated.  
2.) Reputational damage to 
the authority for not 
monitoring assets effectively.  
3.) No clear monitoring on 
the asset register for 

equipment handed out to 

staff. 

 
 

 
A reminder to be sent to all 
staff that equipment is 
allocated on a personal basis 
therefore they are 

responsible and accountable 
for it. 

 
If it is reallocated, they must 
inform strategic services so 
the asset register can be 
updated. Regular reviews to 
be undertaken to ensure 
that an effective control 

environment remains and all 

WCC equipment the asset 
are traceable. 
 
As Worcester City Council 
has taken a different 

approach to the other 
authorities, information 
needs to be regularly made 
available to the ICT shared 
service and a review needs 

to also be carried out to 
assess whether the controls 

are effective and can be 

Responsible Manager: -  
Strategy Team   

 
The master asset register for IT 
equipment is held by ICTSS in 
the Sysaid system. Visibility of 
this is being provided to the 

Council on a regular basis to 
assist in keeping it up to date. 

Work is underway to reconcile 
this register with other 
information held by Worcester 
City, including the data from a 
homeworking audit undertaken 
in January 2021. 
The use of the Snow software 

package by ICTSS provides 

good remote visibility of all 
laptops with the exception of 
thin client devices. There will be 
no thin client devices in use 
from 1st July 2021 as these are 

being replaced. 
A piece of work to improve the 
mobile phone asset register is 
included in the Corporate 
Strategy Service plan for 

2021/22. 
A reminder that equipment is 

allocated to specified individuals 
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maintained with current 
resource  or  whether the 
council needs to re-sync with 
the rest of shared service 

and use the controlled 
applications available via 

sysaid and SNOW  
 
As the current asset register 
has gaps a baseline needs to 
be re-established to ensure 

that all equipment can now 
be accounted for moving 
forwards.  As it may not be 
possible to identify some of 
the allocations to staff that 

took place in the past a recall 
and amnesty could be 

considered so old equipment 
can be returned. 

and should not be transferred 
has been communicated to 
Heads of Service. With the 
issuing of laptops that have log 

on specific to individuals sharing 
of this equipment will no longer 

be possible and the issue will 
relate primarily to mobile 
phones. This will be addressed 
in the piece of work referred to 
above. 

 
Implementation Date: -  
October 2021 

New matters arising 

2 M Implementation of Office 365 

 
The review found: -  

1.) The O365 roll out was 
originally scheduled for 

completion of phase 1 in 
December 2019.   At the 
time of the review 

(October 2020) there 
were services who have 
not moved over to Office 
365 or Windows 10.  

2.) Only one session of 
training material is 

available for staff and no 

plans have been put in 
place to allow staff to use 

 

 
The potential risk associated 
with the findings include:  
1.) Projects are not being 

achieved by the project 
deadline due to additional 
and remedial work 

requirements of equipment 
thus impacting on resource.  
2.) Reputational damage to 
the authorities for using out 
of date software which is no 
longer supported.  

3.) Lack of control in 

determining the actual 
requirements thus leading to 

 

 
To review the current 
position of the 
implementation of O365 and 

Windows 10.  
 
To provide the relevant 

training to   enable staff to 
be able to work more 
effectively in the agile 
environment e.g. use of 
Teams. 
 

 

 
All users have now been 
migrated to the latest version of 
Windows.  This project took 

longer due to staff working 
remotely.   
With the Covid 19 response 

there has been an increased 
requirement for Microsoft 
Teams so some of this work has 
to be brought forward.  Work on 
the mail migration is 
progressing well with the first 

mail migrations planned for 

January 2021.   
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e-learning or online 
seminars for the 2nd or 
3rd phase of the training 
to use office 365 and 

Windows 10.  
 

Some users remain on the older 
version of Windows which is no 
longer supported by Microsoft. 

units being recalled and 
impacting productivity. 

Online training resources are 
being reviewed and will be made 
available to all staff.  This will 
use a mixture of externally and 

internally developed training 
videos. 

 
Responsible Manager: -  
ICT Service Manager 
 
Implementation Date: -  

 
A Digital Transformation Team 
for the Council has been 
established, with representation 
from the Council and ICTSS and 

sponsored by the Deputy 
Director, Corporate Policy and 

Strategy. 
 
A plan has been developed to 
complete the move to a fully 
MS365 and MS Teams enabled 
office workforce by July 2021. 

This includes issuing of 
hardware, installation of 

software, instruction on 
handover and ongoing training 
materials including use of the 
learning lounge and support 
from trained Digi Champions. 

 
Responsible Manager: -  
Deputy Director – Corporate 
Policy and Strategy 

 
Implementation Date: -  
August 2021 
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3 M Incidents  
 
Sysaid system 
 

Testing identified:  -  
 

1.) When a user logs a ticket, 
sometimes it is closed before it is 
completed.  
2.) If a ticket is closed, it will not 
allow a user to re-open the same 

ticket and the user is then forced 
to set up a new ticket which could 
create duplication when it comes 
to reporting. 
 

 
Incident Management  

 
There is no consistent incident 
management procedure currently 
in place at each of the authorities 
at user level.  The risk ethos is 
good within ICT services however, 

with no ICT procedure in place 
around incident management 

some services may not have same 
understanding in how to deal with 
an incident. 

 
 
 
 

The potential risk that exists 
is that there may be a 

duplication of entries 
meaning that some of the 
data being reported may not 
provide a true and accurate 
reflection of first time cases. 

 
 
 
 
 

 
 

 
The potential risk with no 
procedures in place around 
incident management is that 
staff are unaware of what 
best practice they should 

adopt or they may take 
inappropriate action.  There 

could be inconsistency 
between sites that the shared 
service manages.     

 
 
 
 

To review the way ‘tickets’ 
are issued and closed around 

the sysaid application.   To 
also assess if any action can 
be taken to allow users to re-
open a ticket if it is within a 
certain timeframe and has 

been deemed to have been 
closed incorrectly. 
 
 
 

 
 

 
Review how incident 
management is currently 
occurring at the authority 
and how the shared service 
manages it.  Decide if there 

is a requirement to develop 
a procedure around incident 

management to ensure that 
each authority has a good 
awareness and supports the 
risk awareness. 

 
 
 
 

The process of raising support 
tickets and closure of tickets will 

be reviewed to ensure that 
duplication of tickets does not 
occur. 
 
 

 
 
 
 
 

 
 

 
Incident management 
procedures being developed and 
once approved will be publicised 
to service managers. 
 

Responsible Manager: -  
ICT Service Manager 

 
Implementation Date: -  
31/3/2021 
 
 

4  Agile Working policy – 
Worcester City Council 
 
During the review the following 

risks were identified: -   
 

 
 
 
There is a potential risk on: 

1.) The reputation of the 
authority for not having clear 

guidance in place for agile 

 
 
 
As Worcester City Council 

has not got an agile working 
policy implemented since 

2019, it is recommended to 

 
 
 
Work had been undertaken to 

draft an agile working policy to 
support the move from fixed 

desk working to a more flexible 
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1.) An agile working policy is 
being developed for Worcester 
City Council, however in 2019 the 
authority was working on a draft 

agile working policy, which has 
since had to be re-developed, 

meaning that a lot of time and 
resource has been used to 
develop a policy that was not fit 
for purpose.  
2.) The time taken to develop an 

agile working policy has taken 
more than 12 months and still is 
not finalised. 
3.) There is an expectation for 
staff to do agile working within 

the authority, but there is no 
policy to follow or enforce if issue 

is presented.  

working especially during 
COVID-19. 
 
 

 
 

 
2.) The controls in place for 
monitoring of the 
development of the agile 
working policy.  

3.)  Having No clear safety 
practices defined around 
agile working / working from 
home in place at Worcester 
City Council. 

carry out a review on the 
draft agile working policy 
from 2019 and include the 
current demands/practices 

since the 2020 pandemic.   
 

As Worcester City Council is 
moving towards an agile way 
of working and other 
partners under the shared 
service have a policy 

implemented, it is 
recommended to review if 
Worcester City Council can 
plagiarise with permission, 
the existing agile working 

policy in Wychavon and 
Malvern District Councils.  

remote and home working 
enabled workforce. 
 
Staff turnover had delayed the 

progression of this document. 
The pandemic, and the changes 

that this has and will bring to 
our ways of working has led to a 
rethink of the requirements. 
A strategy is now being 
developed through the 

Organisational Development 
Team that covers all aspects of 
new ways of working that 
includes home working, mobile 
working, flexible working, and 

the practices and procedures 
that will be required to ensure 

that the organisation can be 
managed effectively to the 
benefit of service delivery and 
staff well being. 
 
 

Responsible Manager: - 
Deputy Director – Corporate 

Policy and Strategy 
 
Implementation Date: -  
Ongoing with a strategy adopted 
during Q3 2021/2 

 

5 L Project plan monitoring and 
template 
 

The review found there is a robust 
project plan in place that is able 

to be presented to the ICT 

 
 
 

There is risk that there is no 
clear responsible officer for 

the project potentially leading 

 
 
 

Review current project plans 
and determine whether an 

additional column is required 

 
 
 

IT Project reporting being 
reviewed full combined 

reporting of all IT projects to the 
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management board for projects 
but there is no responsible officer 
identified to the project plan to 
understand who is owning the 

implementation of the project 
itself. 

to project delays or confusion 
of the current position.  

 
 

to add a responsible officer 
to define who is responsible 
for the implementation of 
which project. 

ICT management board.  
Responsible office will be 
included. 
 

Responsible Manager: -  
ICT Service Manager 

Implementation Date: -  
31/3/2021 
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1. Introduction 
 

1.1 The audit of the Cash Receipting (Online payment) was carried out in accordance with the Worcestershire Internal Audit Shared Service Audit Plan 
for Worcester City Council for 2020/21 as approved by the Audit and Governance Committee on 29th July 2020. The audit was a risk based systems 
audit of the Cash Receipting (Online Payments) as operated by Worcester City Council. 

 
 

1.2 The online payment system is a supporting function and therefore aids in the achievement of the Authorities strategic goals: 
 

-  Stronger and Connected Communities 
-  A Prosperous City 

-  A Heritage City for the 21st Century 
-  Sustaining and Improving our Assets 
 
 

1.3 The following corporate risk entries were relevant to this review: -  

 
 CRK-033 - COVID-19 financial planning        

 
The following service risk entries were relevant to this review: -  

 

 FS SRK 001 - Improvement Projects 

 FS SRK 005 - FST Resilience 
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1.4 This review was undertaken during the months of January to March 2021.  
 

2. Audit Scope and objective 
 

2.1.  This review has been undertaken to provide assurance that: -  
 online payments are providing customers with an efficient and user friendly service and that Worcester City Council are using the system to 

allow payments (where practical) to all chargeable services provided. 
 Appropriate controls are in place to ensure online payment are sent to the correct account codes within the financial ledger.  

 
 
2.2.  The scope covered:    

 Understanding what services the Council charges for and if payments can be made on line 
 Online payments and how customer focussed this is  
 Understanding how payments made online are interfaced with the financial ledger 
 Complaints/customer feedback related to online payments 

 
2.3.  This reviewed covered the processes in place at the time of the review. 

3. Audit Opinion and Executive Summary 
 
3.1. From the audit work carried out we have given an opinion of Significant Assurance over the control environment in this area.  The level of 

assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined 
in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A.  However, it should be noted that statements of assurance levels are 
based on information provided at the time of the audit.   

  

3.2. We have given an opinion of Significant Assurance in this area because there is a generally sound system of internal control in place but our 
testing has identified isolated weaknesses in the design of controls and inconsistent application of controls in a small number of areas. 

 
3.3. The review found the following areas of the system were working well: 
 

 There have been no known formal complaints from customers using the online payment system.  
 Services are being proactive as remaining services including Bereavement services, Museum Art Gallery, TIC and the Guildhall are in the 

process of working through existing barriers and looking to move to online payments in the coming months. 
 The online payment section on the Worcester City website is easy to locate.  

 There are multiple methods of support available to customers who are unable to use the online payment system.  
 There is good monitoring in place to locate online payment issues and any transactions that may be stuck as a pending transaction. 
 Online payments are made through a PCI DSS Compliant service provider.  
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3.4. As part of the review an understanding of what barriers were in place to prevent services from conducting online payments was obtained. One of 

the fundamental problems the services faced previously which prevented online payments was the design of the online payment system as it did 
not meet the criteria required by the service. As mentioned in 3.3 this is being resolved with the development of  a new payment interface called 

STRIPE to enable the functionality that services such as Bereavement services , the Museum Art Gallery and TIC require which  allows a brochure 
selection service for their customers. 

 
3.5. The review found that there are still some services currently not on the online payment system, but who are making progress towards moving 

onto it, including the Guildhall who are working with IT towards allowing customers to use online payments for room hire and events within the 
next 12 months. The Guildhall are opting to keep Wedding hire separate from online payments for now, as they wish to continue providing a 
personal touch to the customer experience. 

 
 
3.6. The review found the following areas of the system where controls could be strengthened: 

 

 
 
 

 
 

 
 
 

4. Detailed Findings and Recommendations 
 
The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 
action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 
out in the “Definition of Priority of Recommendations” table in Appendix 4. 

 

 Priority 

(see Appendix 4) 

Section 4 

Recommendation 
number 

Online payments and Customer Focus Medium 1 
New online payment process Medium 2 
Customer Support Low 3 

Ref. Priority Finding Risk Recommendation Management Response and 
Action Plan 

New matters arising 

1 M Online payments and 

Customer Focus 
 
Website design 
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Although it can be acknowledged 
that the website does allow 

multiple channels for customers 
to provide online payments, the 
review found that the process to 
find the correct item to pay 
against confusing for those who 

have little knowledge in IT.  

 
The review found: -  
1) Instances where the drop-

down menu is not clear 
enough. For instance, paying 
License fees and charges, 
some customers may get 

confused as to what to select 
on the drop down menu when 

it comes to conducting the 
payment.  

2) The online payment section 
on the website has no clear 
reference point or guidance 

as to what each drop down 
selection stands for.  

3) Instances where services 
such as Garden waste are 

able to be paid on the online 
payment system, but there is 

no payment option called 
“garden waste”. Instead, a 
customer currently has to 
select "sundry invoices" 
which is not clear on the 
payment tab. 

4) Instances where other 

services i.e Bulky Waste are 

receiving online payments 
through a separate entity to 
the online payment page. It 
was found that there is also 

 
There is a risk of Reputational 
Damage if customers are 

unable to use the website 
correctly or are chased for 
amounts they have already 
paid through an online 
payment because the 

payment has been issued 

incorrectly. 
 
 
 
 
 
 

 

 
That a review is conducted 
on the design of the online 

payment system and to 
repair any areas where 
wordings are different to 
help avoid possible 
confusion when trying to 

make payments.  

 
To review if a reference point 
or guidance can be added to 
the online payment page to 
help customers understand 
which drop down item 
matches against which 

service payment that the 
customer is trying to pay.  

 
To review if there is a 
requirement to add 
additional links to the online 
payment section, to allow 

customers an easier method 
to locate any online 
payments which are not 
taken through the interface. 

 
 

 
 
 
 
 
 
 

 

 
 
 
 

Responsible officer:  
Head of Finance 
 

The website has now been 
reviewed and the menus 
modified to give a more 
consistent set of payment 
descriptions to the customer. 

 

Implementation date: 
May 2021 
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no clear link to for customers 
to locate the Bulky waste 
payment, without searching 

it directly 
5) It was found that the website 

asks customers to select "pay 
now", however the actual 
button states "Make an 

online payment", which again 

can mislead customers to 
look for a button that is not 
live.  

6) Evidence was found to 
support this lack of clarity in 
relation to the on line 
payments page where a 

debtors invoice that should 
have been paid against a 

reference number was 
actually paid directly to the 
service cost code. 

 

 
 
 

 
 
 
 
 

 

 
 
 
 
 
 
 

 

2 M New online payment setup  
 
The review found there is no 
formal process or general 
procedures in place for setting up 

new online payments or ledger 

codes for a service area.  
 
Services should contact 
Worcester Finance team initially 
with the details required to set up 
the online payment and then this 
gets passed on to Malvern Hills 

Finance team. However often they 
skip the communication with 

Worcester Finance. 
 
 
  

 
 
There is a risk of payments 
being sent to the wrong 
ledger codes thus providing 

poor information for 

Management decision 
making. 
 
Lack of understanding of how 
payments are being made 
and which codes are actually 
being posted to leading to 

poor information for analysis 
of a services income against 

costs. 

 
 
To review if there needs to 
be additional controls added 
through a formal or general 

process to further enhance 

the current monitoring of 
new online payments and 
ledger codes.  
 
 

 
 
Responsible officer:  
Head of Finance 
 

Services have been reminded of 

the agreed process and the 
importance of adhering to it. 
In the event of Worcester 
Finance being bypassed the 
team at Malvern will refer back 
to the Worcester team. 
 

Implementation date: 
May 2021 
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3 L Customer Support 
 
 

The review found that if the 
secure payment page is not 
available, there is no clear 
guidance as to what telephone 
option to select when telephoning 

for help.  

 
The telephone number mentioned 
on the website, forces the 
customer to go through multiple 
options to seek help and then 
from the test call audit made, it 
takes the customer through to an 

automated voice mail for 
someone to call back. In line with 

service standards the  call will be 
returned within 24 hours of the 
voice mail being left.  

 
 
 

Risk to the reputation of the 
authority if customers are 
trying to make payments and 
unable to get through to 
customer services to make 

the payments. 

 
 
 

 
 
 

To review the current 
options available to 
customers who want to 
provide payments over the 
telephone if the secure 

payment page is not 

available on the Worcester 
City website and review if 
the current telephone 
options available are 
acceptable as part of the 
customer service provided to 
members of the public. 

 

 
 
 

Responsible officer:  
Head of Finance 
 
If the web page is temporarily 
unavailable, we would expect 

most customers to leave and try 

again later. The telephone 
option has been reviewed to 
ensure it is appropriate for 
customers who need to make an 
urgent payment. 
 
Implementation date: 

May 2021 
 P
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1. Introduction 

 
1.1 The audit of the Sundry Debtors System was carried out in accordance with the Worcestershire Internal Audit Shared Service Audit Plan for 

Worcester City Council for 2020/21 as approved by the Audit and Governance Committee on 29th July 2020. The audit was a risk based systems 
audit of the Sundry Debtor System as operated by Malvern Hills District Council on behalf of Worcester City Council.  
 

1.2 The area of review does not relate to any of the Councils themes directly but does under pin its business plan as it relates to the collection of 
sundry income.  

 
1.3 The risks on the Service Risk Register relevant to this review were: 
 

 FS-SRK-004 - Shared Service Failure 
 FS-SRK-005 - FST Resilience  

  
1.4 This review was undertaken during the months of November and December 2020 

2. Audit Scope and objective 

 
2.1  This review has been undertaken to provide assurance on the processes surrounding the debtor system to ensure that controls and risk 

management arrangements are in place and working to mitigate the risks known to exist within any debtor system/process. 
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2.2 The scope covered:   

 Policies and procedures are implemented and adhered to 
 Raising of invoices (raised and recorded promptly and accurately) 

 Application of approved fees and charges 
 Income is posted correctly and promptly 
 Recovery action, write offs, aged debt analysis and bad debt provision 
 Debtor reconciliation. 

  
 

2.3 This reviewed covered the period from 1st April 2020 to 30th November 2020 

 
2.4 This review did not cover the process for setting of fees and charges or the level that they have been set. 

3. Audit Opinion and Executive Summary 
 

3.1. From the audit work carried out we have given an opinion of significant assurance over the control environment in this area.  The level of 
assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined 

in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A.  However, it should be noted that statements of assurance levels are 
based on information provided at the time of the audit. 
 

3.2. We have given an opinion of significant assurance in this area because there is a generally sound system of internal control in place but our 
testing has identified isolated weaknesses in the design of controls and / or inconsistent application of controls in one area. 
 

3.3. The review found the following areas of the system were working well: 

 Invoices are raised in a timely manner and follow laid down procedures 

 Invoices are raised in line with approved fees and charges 
 Income is posted correctly and promptly 
 Debts are chased in line with procedures and write offs are correctly authorised 
 Debtors systems and the main ledger are reconciled 

 
3.4. The review found the following areas of the system where controls could be strengthened: 

 
 
 

 
 

 

 Priority 

(see Appendix 4) 

Section 4 

Recommendation 
number 

Debtor Refunds Medium 1 
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4. Detailed Findings and Recommendations 

 
The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 
action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 
out in the “Definition of Priority of Recommendations” table in Appendix 4. 

 

 

 

  

Ref. Priority Finding Risk Recommendation Management Response 
and Action Plan 

New matters arising 
1 M Debtors Refunds 

 
As officers within the 
Debtors/Creditors team are 
generic they can process a refund 
on the debtors account and then 

make the payment through the 

creditors system.    
 
Testing found 1 out of 10 refunds 
where the amount refunded 
should not have been as it was not 
an overpayment. The amount 

refunded was not material and 
had been authorised by the 

service area to which it related. 
Actions are being undertaken to 
recover the amount.   
 
 

 
 
Financial loss if refunds are 
being made when they are 
not due. 

 
 
That half yearly a random 
check which is documented 
is undertaken on refunds to 
ensure that these were 

processed correctly and the 

amount should have been 
refunded. 

Agreed – this will be 
implemented from 1st April 
 
Responsible Manager: 
Accountant 
 

 

Implementation date: 
1st April 2021 
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1. Introduction 

 
1.1. The audit of the Creditors system was carried out in accordance with the Worcestershire Internal Audit Shared Service Audit Plan for Worcester 

City Council for 2020/21 as approved by the Audit and Governance Committee on 29th July 2020. The audit was a risk based systems audit of the 

Creditors system as operated by Malvern Hills District Council on behalf of Worcester City Council. 
 

1.2. This review relates to the Worcester City Council theme of Stronger and Connected Communities, A Prosperous City, A Heritage City for the 21st 
Century and Sustaining and Improving Our Assets as detailed in the Worcester City Plan 2016-2021.  
 

1.3.  There were no risks on the Corporate Risk Register relevant to this review. The risks on the Service Risk Register relevant to this review were: 

 

 004 – Shared Service Failure – Due to the nature of the working arrangements there is an inherent risk involved with the outsourcing/shared 
service arrangements for the following services failing - Financials, Procurements, Payroll, Revenues and Benefits. 

 005 – FST Resilience - The allocation of tasks and responsibilities with the finance team places too much reliance on one or two key individuals. 
 
1.4 There is a potential for fraud within this area in the form of invoice fraud, insider fraud, phishing E-mails. 
 
1.5 The Internal Audit Team use Benford’s Law (Appendix C) to analyse the Creditors data.  The analysis of the data for 1st April 2020 to 22nd January 

2021 found that the data has been slightly skewed by the payment of Covid-19 Grants so any fluctuations from the ideal percentage could be 
explained and no further issues were highlighted. 
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NB: Within this data 35 transactions were for £100,000 or more, which represented 33.01% of the total value.  Testing was biased to ensure that 
a proportion of these transactions were included. 
 

1.6 This review was undertaken by Helen Tiffney during the month of January 2021. 

2. Audit Scope and objective 
 

2.1. This review has been undertaken to provide assurance that the processes surrounding the creditor system ensure that controls and risk 
management arrangements are in place and working to mitigate the risks known to exist within any creditor system/process. 
 

2.2. The scope covered:    

 Due diligence processes for new creditors 
 Creditor maintenance (verification of amendments) 
 Uptake and avoidance of creditor rewards and penalties 
 Purchase order process 
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 Invoice payment process 
 BACS payments 
 Creditor reconciliations 
 Contractor payments made during Covid-19. 

 
2.3. This reviewed covered the period from 1st April 2020 to 15th January 2021 

 
2.4. This review did not cover the tendering and offering of contracts for the procurement of goods or services. 

  

3. Audit Opinion and Executive Summary 
 

3.1. From the audit work carried out we have given an opinion of significant assurance over the control environment in this area.  The level of 
assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined 
in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A.  However, it should be noted that statements of assurance levels are 
based on information provided at the time of the audit.   

  
3.2. We have given an opinion of significant assurance in this area because there is a generally sound system of internal control in place, but our 

testing has identified isolated weaknesses in the design of controls and / or inconsistent application of controls in a small number of areas.   
 
3.3. The review found the following areas of the system were working well: 

 Setting up of new suppliers 
 Prompt payments to suppliers as only 1 out of 70 invoices tested was a late payment with no notes on the system. 
 Invoices addressed to the Council. Out of 70 invoices tested only 1 was not addressed to the PO Box but was addressed to the Council 
 Orders are raised prior to the goods/supplies being received. Out of the 70 invoices tested only 2 had the order raised after the invoice date. 

 Reconciliations of the creditors to the Main ledger are undertaken each time data is transferred. 

 
3.4 There were no payments made in advance to contractors due to Covid-19 however consideration was given to  
          those suppliers requesting a reduction on their normal 28 days terms of payments for some suppliers to aid their cashflow. 
 
3.5 The review found the following areas of the system where controls could be strengthened: 

 

 
 

 
 

 
 

 Priority 
(see Appendix 4) 

Section 4 
Recommendation 

number 
Authorisation of payments above £25,000 

 
Medium 1 
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4. Detailed Findings and Recommendations 
 
The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 
action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 

out in the “Definition of Priority of Recommendations” table in Appendix 4. 

 

  

Ref. Priority Finding Risk Recommendation Management Response and 
Action Plan 

New matters arising 

1 M Authorisation of payments 

above £25,000 
 
Testing of authorisation of payments 
over £25,000 found that in some 
cases the same officer authorising 
the purchase order also authorised 

the payment. Although it is 
acknowledged that the order is 
raised by a separate officer. 

 

 
 
Financial loss from one 
officer being allowed to 
authorise an order and a 
payment. 

 

 
Investigate the system to 
see if it is possible to set 
parameters so that the 
officer authorising an order 
is not the same officer 

authorising a payment 
above £25,000. 
 
 

 

 
Responsible Manager: 
 
It is agreed that there is some 
risk however this is a low risk. In 
small organisations reliance on 

key individuals is to be expected 
and the risk is acceptable. 
 
Implementation date: n/a 
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Distribution: 

 
To: Deputy Chief Executive and Section 151 Officer – Malvern Hills District Council 
 Director of Finance & Resources and Section 151 Officer – Worcester City Council 
 Deputy Chief Executive and Section 151 Officer – Wychavon District Council 
 Partnership Director (Civica) 

Cc: Service Delivery Manager (Civica) 
 Revenues Manager (Civica) 
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1. Introduction 

 
1.1 The audit of the Benefits system was carried out in accordance with the draft Worcestershire Internal Audit Shared Service Audit Plan for Wychavon 

District Council, Malvern Hills District Council and Worcester City Council for 2020/21 as approved by the Audit Committee on 22nd May 2020 and 
12th March 2020, and the Audit & Governance Committee on 29th July 2020 respectively. The audit was a risk-based systems audit of the Benefits 
system as operated by Civica on behalf of the South Worcestershire Authorities. 

 

1.2 The following entries on the Worcester City Council Corporate Risk Register are relevant to this review: 
 

 CRK-014 - Shared Services 
 

The following entries on the Wychavon District Council Corporate Risk Register are relevant to this review: 
 

 5 - Failure to ensure the effective management of the Revenues & Benefits services. 

 12 - Failure to manage a major failure of a significant council contractor, including any significant related industrial relations issues. 
 3 - Failure to monitor/ manage where applicable all shared services and joint working arrangements. 

 
The following entries on the Malvern Hills District Council Corporate Risk Register are relevant to this review: 
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 CORP7 - Failure to maintain financial sustainability due to reductions to Government funding (new homes bonus and revenue support grant) 
and localisation of funding streams and costs such as business rates and council tax support. 

 CORP8 - Failure of contract procurement, including jointly with others, and contract management arrangements to deliver service outcomes 
safely and effectively, leading to service failure, financial loss and reputational damage. 

 
1.4  This review was undertaken by Chris Lawrence from January to March 2021. 

 

2. Audit Scope and objective 
 

2.1. This review has been undertaken to provide assurance on the processing of new and change of circumstance Housing Benefit & Council Tax Support 
claims for working age claimants with income and also that new Housing Benefit claims (where applicable) have been made defective within the 
correct timescales. Also, the audit sought to provide assurance that plans are in place to prepare for the implementation of the new Debt Respite 
Scheme England and Wales Regulation which is expected in March 2021. 
 

2.2. The scope of the audit was as follows: 

 
 Follow up of the recommendations made in the 2019/20 audit. 
 Access controls to the system are appropriate and are effective - including remote working arrangements. 
 A review of new and change of circumstance Housing Benefit & Council Tax Support claims for working age claimants with income - including 

working tax credits - to ensure that backdated claims have been applied correctly, have been reviewed and have been processed within the 
correct timescales. 

 Where applicable new Housing Benefit claims been made defective within the correct timescales and that plans are in place to address the 

processing timescales. 
 There are plans in place including staff training to address the new ‘Debt Respite Scheme’ (Breathing Space Moratorium & Mental Health Crisis 

Moratorium) England and Wales Regulation 2020 expected to come into force in March 2021 which will impact on debt recovery. 

    
2.3. The review covered the current 2020/21 Financial year. 

 
2.4. The review did not cover recovery including procedures that have been put in place or changed as a consequence of the COVID-19 pandemic and 

subsequent national lockdowns and other 

3. Audit Opinion and Executive Summary 
 
3.1. From the audit work carried out we have given an opinion of significant assurance over the control environment in this area.  The level of 

assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined 
in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A.  However, it should be noted that statements of assurance levels are 

based on information provided at the time of the audit.   
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3.2. We have given an opinion of significant assurance in this area because there is a generally sound system of internal control in place but that 

our testing has identified isolated weaknesses in the design of controls and / or inconsistent application of controls in two areas.   
 
3.3. The review found the following areas of the system were working well: 

 
 Claims for working age claimants with income are managed in an efficient manner that ensures that backdated claims are applied 

correctly. 

 Reviews of claims are taking place on a regular basis. 

 Civica are putting arrangements in place to address the ‘Debt Respite Scheme’ which include staff training and regular communications 
with partner authorities. 

 
3.4. The review found the following areas of the system where controls could be strengthened: 

 

 
 
 

 
 

 

4. Detailed Findings and Recommendations 
 
The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 

action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 

out in the “Definition of Priority of Recommendations” table in Appendix 4. 

 
Ref. Priority Finding Risk Recommendation Management Response and 

Action Plan 

Issues brought forward from previous audit 

1 M Policies held on Council 
websites 

 
 

Although attempts have been 
made to contact the author of the 
documented policies with a view 

 
 

 
Potential benefit claimants 

may be consulting policies 
which are out of date leading 
to confusion, customer 

 
 

 
Identify an alternative 

means of updating the 
policies held on the Council 
websites to ensure they are 

Management Response: 
 

Means of update have been 
identified via the original author, 

Airy Consultancy Services. 
 
Responsible Manager: 

Title of Finding Priority 
(see Appendix 4) 

Section 4 
Recommendation 

number 

Policies held on Council websites Medium 1 

System Users – Declarations of Interest Medium 2 
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to amending the documents no 
reply has been received therefore 
this issue has not yet been 

resolved and the policies currently 
displayed require updating. 

dissatisfaction, reputational 
damage, criticism and loss of 
confidence in the system. 

access compliant and up to 
date. This may require a 
manual update to rewrite 

the documents.   

 
Service Delivery Manager 
 

Implementation Date: 
 
To be agreed with the author 
and implemented by Quarter 3, 
2021-22. 

 

 

New matters arising 

2 M System Users – Declarations 
of Interest 
 

Testing found that 2 staff 
members who are both still live 
users on the Civica systems have 

not returned a declaration of 
interest since March 2017. 

 
 
 

Users who have not declared 
any potential conflicts of 
interest may undermine the 

work being completed 
potentially leading to 
criticism and undermining of 
anti-fraud measures. 

 
 
 

Ensure that all current 
system users have 
submitted a recent 

declaration of interest and 
record this information. 
Request that any users who 
have not submitted recent 

declarations of interest 
submit one as soon as 
possible and establish a 
clear period of update i.e. 12 
months, 2 years or 3 years. 

Management Response: 
 
Clear period of update in place 

for both existing and new staff. 
 
Responsible Manager: 

Systems Manager 
 
Implementation Date: 
 

Immediate  
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Distribution: 

 
To:  Service Delivery Manager (Civica) 

 Deputy Chief Executive and Section 151 Officer (Malvern Hills District Council) 
 Head of Finance (Worcester City Council) 
 Finance Manager (Malvern Hills District Council)  

Director of Finance & Resources and Section 151 Officer (Worcester City Council) 
Revenues Manager 

 Financial Services Manager (Wychavon District Council) 
 Partnership Director (Civica) 
 Deputy Managing Director and Section 151 Officer (Wychavon District Council) 
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1. Introduction 
 

1.1 The audit of the Council Tax system was carried out in out in accordance with the draft Worcestershire Internal Audit Shared Service Audit Plan for 
Wychavon District Council, Malvern Hills District Council and Worcester City Council for 2020/21 as approved by the Audit Committee on 22nd May 
2020 and 12th March 2020, and the Audit & Governance Committee on 29th July 2020 respectively. The audit was a risk-based systems audit of 

the Council Tax System as operated by Civica on behalf of Wychavon District Council, Malvern Hills District Council and Worcester City Council. 
 

1.2 Council Tax is handled by Civica on behalf of the South Worcestershire Authorities. 
 

1.3 The following entries on the Worcester City Council Corporate Risk Register are relevant to this review: 
 

 CRK-014 - Shared Services 

 
The following entries on the Wychavon District Council Corporate Risk Register are relevant to this review: 

 
 5 - Failure to ensure the effective management of the Revenues & Benefits services. 
 12 - Failure to manage a major failure of a significant council contractor, including any significant related industrial relations issues. 

 3 - Failure to monitor/ manage where applicable all shared services and joint working arrangements. 
 

The following entries on the Malvern Hills District Council Corporate Risk Register are relevant to this review: 
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 CORP7 - Failure to maintain financial sustainability due to reductions to Government funding (new homes bonus and revenue support grant) 

and localisation of funding streams and costs such as business rates and council tax support. 
 CORP8 - Failure of contract procurement, including jointly with others, and contract management arrangements to deliver service outcomes 

safely and effectively, leading to service failure, financial loss and reputational damage. 

2. Audit Scope and objective 

 
2.1. This review has been undertaken to provide assurance over the process of collecting Council Tax income for the South Worcestershire Authorities 

up to the issues of the summons. 
 

2.2. The scope covered the following areas: 

 Follow up of the 2019/20 Council Tax audit recommendations. 
 The processing of Council Tax information - including that timely and accurate billing of active accounts is taking place. 
 Where there are discounts, reliefs, voids and exemptions that these are being applied correctly. 
 There is appropriate reconciliation taking place at the beginning of the financial year (opening debit) and regular reconciliation between the 

Council Tax system and the general ledgers of each Authority. 
 The property database is accurate and consistent with the Valuation Office records ensuring accurate billing in the year. 

 Procedures are in place to ensure that new builds are monitored and brought into valuation at the earliest possible date. 
 Council Tax Hardship fund grants are being administered correctly, and there are appropriate controls over care leavers being granted Council 

Tax relief. 
 Write offs are being administered, appropriate procedures are followed when identified and there is subsequent reporting along with trend 

analysis. 
 There is regular performance monitoring and reporting taking place. 
 

2.3. This review covered the 2020-21 financial year from 1st April to the date of the audit in December 2020. 

  
2.4. The review did not cover the risks associated with the impact of the COVID-19 pandemic and subsequent national lockdowns on the recovery 

process (with the exception of scope point 8 above). 

3. Audit Opinion and Executive Summary 
 
3.1. From the audit work carried out we have given an opinion of significant assurance over the control environment in this area.  The level of 

assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined 
in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A. However, it should be noted that statements of assurance levels are 

based on information provided at the time of the audit.   
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3.2. We have given an opinion of significant assurance in this area because there is a generally sound system of internal control in place however 
our testing has identified isolated weaknesses in the design of controls and / or inconsistent application of controls in a small number of areas and 
one area that was brought forward from the previous year. 

 

3.3. The review found the following areas of the system were working well: 
 The billing of active accounts is taking place in an active and timely manner 
 There is regular monitoring of Valuation Office schedules and reports which helps ensure accurate billing and that the property database 

remains up to date. 

 Sufficient controls are in place to ensure that the Council Tax Hardship Fund is being administered correctly 
 Controls are in place to ensure that care leavers are being granted the correct relief 
 Performance continues to be monitored and reported on a regular basis 

 
3.4. The review found the following areas of the system where controls could be strengthened: 

 
 

 
 

 
 

 

4. Detailed Findings and Recommendations 

 
The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 
action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 
out in the “Definition of Priority of Recommendations” table in Appendix 4. 

 

Finding Priority 
(see Appendix 4) 

Section 4 
Recommendation 

number 

Recovery of Larger Debts Medium 1 

Reviews of accounts with Second Home 
Reduction 

Medium 2 

Ref. Priority Finding Risk Recommendation Management Response and 
Action Plan 

Issues brought forward from previous audit 

1 M Recovery of Larger Debts 

 

This is an ongoing project and 
although action was taken at the 
beginning of the 2020 financial 

 

 

There is a risk of adverse 
collection rates and loss of 
potential income to the 

 

 

Civica to create a formal 
report containing rationale 
and recommendations that 

Management Response: 

 

To be considered - procedure & 
report to be put in place. 
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year with Civica providing the 
Partner Authorities with a list of 
the live large aged debts for 

consideration there has not been 
significant progress as the year 
has progressed. 

Authority due to limited 
recovery on large, aged debt 
potentially resulting in 

reputational damage and 
financial loss.  

can be regularly distributed 
to the partner Authorities 
and reviewed in order to aid 

in the consideration and 
decision making process 
over larger and/or aged debt 
while taking into account 
new and updated legislation. 

 

Responsible Manager: 
Revenues Manager (Civica) 
 

Implementation Date: 
May 2021. 

New matters arising 

2 
 

M Reviews of Accounts with 
Second Home Reduction 
 
Testing found that in cases where 

the claimant is being awarded the 
Second Home - Class B reduction 
this is not being routinely 

monitored - with audit testing 
finding 6 such cases across the 3 
Authorities. 
 

Testing also found that one 
account where a claimant in 
receipt of disabled reduction was 
duplicated on the account 
showing 3 people rather than 2 
living in the property. 

 
 
 
The Authority could be 

making Council Tax decisions 
based on old or inaccurate 
information leading to 

problems with incorrect 
billing and subsequent 
reputational damage. 

 
 
 
Civica to re-establish and 

implement reviews and 
reports on a regular and 
feasible basis where the 

Second Home reduction is 
being applied. 

Management Response: 
 
 
Revenues stopped reviewing 

second homes when the 
discount was withdrawn in April 
2013 due to legislative changes 

made to discounts in 2012. This 
was prior to Civica taking over 
the contract and at the time it 
was agreed that they would not 

carry out reviews because the 
charge was now the same as a 
normal long-term empty 
property change (100%). There 
was no financial loss to the 
Councils as such whereas before 

with a discount it was important 
to ensure the discount was 
being granted correctly because 
the property was a furnished 
property / second home and was 
being charged less because of 
this. 

 
We will discuss with the 3 
councils whether they want to re 

stablish this review & if so, 
discuss costings etc as CCN may 
need to be raised as this is not 
part of our current remit. 
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The case raised has been passed 
to our systems team to correct 

due to it being a conversion 
error. It does not affect the level 
of charge applied for the 
property in question. 
 

Responsible Manager: 

Revenues Manager (Civica) 
 
Implementation Date: 
May 2021 if agreed with councils 
to proceed. 
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Date 7th April 2021 
 

 
Distribution: 

 
To: Business Rates Team Leader (Civica). 

      Business Rates Manager (Civica) 
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1. Introduction 

 
1.1. The audit of the NNDR system was carried out in accordance with the draft Worcestershire Internal Audit Shared Service Audit Plan for Worcester 

City Council for 2020/21 as approved by the Audit and Governance Committee on 29th July 2020, for Wychavon District Council for 2020/21 as 
approved by the Audit Committee on 22nd May 2020 and for Malvern Hills District Council for 2020/21 as approved by the Audit and Standards 
Committee on 12th March 2020. The audit was a risk-based systems audit of the NNDR system as operated by Wychavon District Council. 

 
1.2. This review relates to Business Excellence Income & Efficiency Planning within Worcester City Councils Business Plan, Supporting People, Stronger 

Economy and Places and Sustainable Environment within Wychavon District Councils Business Plan and Beyond Our Communities, Our Economy and 
Our Environment within Malvern Hills District Councils Business Plan. 

 
1.3. The risks on the Strategic Risk Register relevant to this review were: 
 
 Worcester City Council  

 CRK-014 - Shared Services If we fail to monitor / manage where applicable all shared service which leads to a significant service failure. 

 CRK-007 - Business Rate Local Retention. 
 

Wychavon District Council  

 5 - Failure to sustain a robust on-going 5-year financial strategy, including the effective management of changes to the Business Rates system. 
 7- Failure to ensure the effective management of the Revenues & Benefits services. 
 14-Failure to manage a major failure of a significant Council contractor, including any significant related industrial relations issues. 

 15- Failure to monitor/ manage where applicable all shared services and joint working arrangements. 
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Malvern Hills District Council  
 CORP7 (Financial) - Failure to maintain financial sustainability due to reductions to Government funding (new homes bonus and revenue support 

grant) and localisation of funding streams and costs such as business rates and council tax support. 

 CORP8 (Contract Management and Commissioning) - Failure of contract procurement, including jointly with others, and contract management 
arrangements to deliver service outcomes safely and effectively, leading to service failure, financial loss and reputational damage. 

 
 

 The risks on the Service Risk Register relevant to this review were: 
 
 Worcester City Council  

 FS-SRK - 007 Revenues and Benefits resilience.  
 FS-PI-011 - Business Rates Collected. 
 FS-PI-012 - Business Rates written off. 

 
 
1.4.  This review was undertaken by Joanne Edge during the month of December 2020 

 

2. Audit Scope and objective 
 

2.1. This review has been undertaken to provide assurance on the accuracy of the entitlement for grants awarded under the Covid-19 Small Business 
Grant Retail, Hospitality and Leisure and Local Restriction Support schemes. To provide assurance that there are robust controls in place to minimise 
the risk of grants paid in error and fraud. Also, the audit looked to provide assurance that plans are in place to prepare for the implementation of 
the new Debt Respite Scheme England and Wales Regulation which is expected to come into force in May 2021. 

 

2.2. The scope covered:    
 Follow up of the recommendations made in the 2019/20 audit. 
 A review of the Covid-19 Small Business Grant Retail, Hospitality and Leisure and Local Restriction Support Grants to ensure that the grants 

have been awarded correctly. 
 There are pre and post checks in place to minimise the risk of fraud for the Covid-19 Small Business Grant Retail, Hospitality and Leisure and 

Local Restrictions Support Grants. 

 There are plans and procedures in place to deal with claw backs and fraudulent applications. 
 There are plans in place including staff training to address the new ‘Debt Respite Scheme’ (Breathing Space Moratorium & Mental Health Crisis 

Moratorium) England and Wales Regulation 2020 expected to come into force 4th May 2021 which will impact on debt recovery. 
 

2.3. This reviewed covered the period from 1st April 2020 to 31st December 2020 
 

2.4. This review did not cover 
 Impact of the COVID-19 pandemic and subsequent national lockdowns on the recovery process (with the exception of bullet point 5 above).  
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 A full review of the NNDR registration and billing process 
 

3. Audit Opinion and Executive Summary 
 

3.1. From the audit work carried out we have given an opinion of significant assurance over the control environment in this area.  The level of assurance 
has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined in the 

“Definition of Audit Opinion Levels of Assurance” table in Appendix A.  However, it should be noted that statements of assurance levels are based on 
information provided at the time of the audit.   

  
3.2. We have given an opinion of significant assurance in this area because there is a generally a sound system of internal control in place but that 

our testing has identified isolated weaknesses in the design of controls and / or inconsistent application of controls in a small number of areas. The 

administration of the grants has been carried out in line with Central Government instruction in which the priority was to get the payment to the rate 
payer quickly. Therefore, there is an acceptance of risk that will continue to be monitored through post fraud checks.  

 
 

3.3. Covid – 19 Grants 
 Local Authorities were instructed by Central Government to get this money to eligible businesses asap and this has continued with the other 

grant issues to date.   
 There have been multiple grant schemes following each other giving little time to establish robust anti-fraud measures from the start and 

Central Government have accepted that there will be error and fraud, due to the priority to get the grants paid to the rate payers quickly. 
 There were significant concerns by audit professionals at the time as to what was being advised and how these grants were to be 

administered/processed with regards to anti-fraud measures. The Sections 151’s within Wychavon, Malvern Hills and Worcester Councils are 
aware of the risks regarding fraud and that there will be a reliance on post assurance checks. 

 Early on there was an acknowledgement that some of the business data held was out of date. This was due to the rate payers not advising 

the Business Rate Team when there was a change of circumstance such as vacating a premises and incorrect property description from the 

valuation office which didn’t identify a retail unit. 
 As at the 18th February 2021. There have been 19,215 business grants processed across the 3 Local Authorities to the value of £144,476,381 

have been paid. 
 Potential fraudulent claims have been identified in 12 Cases across the 3 authorities of which current action is being taken to redress the 

position. This represents a very small percentage against the overall number of grants paid out. 
 Due to the limitation imposes by Central Government. (Point 2) raised below should be considered as a learning point. However, it is 

recognised that since the audit was carried out that changes have been made to make the process more robust and further guidance is still 
being issued by Central Government.  

 
3.4. The review found the following areas of the system were working well: 

 
 Administration of the Covid-19 Grant scheme within a timely manner. 

 The diverted resource and organisation on Civica’s part to ensure the grant schemes have been successful and sufficiently resourced has 
been immense. 
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3.5. The review found the following areas of the system where controls could be strengthened: 

 

 
 

 
 
 

 

 

4. Detailed Findings and Recommendations 
 

The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 
action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 
out in the “Definition of Priority of Recommendations” table in Appendix 4. 

 

 

 Priority 
(see Appendix 4) 

Section 4 
Recommendation 

number 

Follow up from 2019/20 Audit Medium 1 

Pre and Post Checks to minimise Fraud      Medium 2 

Debt Respite Scheme – Breathing Space Medium 3 

Ref. Priority Finding Risk Recommendation Management Response and 
Action Plan 

Issues brought forward from previous audit 

1 M Follow up from 2019/20 Audit 

 

Actions from the 2019/20 NNDR 
audit ref. 2 Write off’s and Ref. 3 
Recovery have not been fully 
completed due to the diverting 
resourcing to the administration 
of Covid-19 Grants and the 

Section 151’s within each of the 
authorities had instructed Civica 

to pause recovery during 
lockdown 
 
 

 

 

Missing information may lead 
to an inability to respond 
appropriately to challenge 
due to lack of an appropriate 
audit trail leading to potential 
reputational damage and 

potential for financial loss if 
the recovery process is not 

effectively followed and 
inaccurate reporting of write 
off figures.  
 

 

 

Ensure there is a plan to 
revisit all actions from the 
2019/20 audit after the 
COVID grants administration 
has reduced.   
 

Develop an action plan at 
Board level to agree with 

section 151's how to move 
the recovery on with 
timescales so expectations 
are managed. 

 

 

Responsible Manager: 
Business Rates Team Manager 
 
The importance of the recovery 
process is fully understood 
regarding the increasing arrears 

balances.  
 

Whilst resource has had to be 
focused on Covid-19 related 
matters we have also been 
instructed to halt recovery 
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whilst grants and Covid 
restrictions are in place, as we 
cannot be providing grants to 

struggling businesses on one 
hand and taking court action 
against arrears on another.  
 
Further recovery will depend 

largely on the future 

restrictions. 
 
As restrictions are eased it is 
important a carefully 
constructed plan, outlining 
steps of future recovery action, 
working alongside the Councils 

to put into place. 
 

Implementation date: 
Dependant on restrictions Est 
Late Summer 2021 
 
 

New matters arising 

2 M Pre and Post Checks to 
minimise fraud 
 

The use of visiting officers to  
check the validity of the 
application which is a control used 
to minimise fraud has not been 
available during and after lock 
down periods. This is due to the 
role being classed as not essential 

and the premises which they 
would have visited, closed during 
lockdown.  

 
Due to the instruction from 
Central Government to get the 
grant money paid out as quickly 

 
 
 

By not having mandatory 
fields the application form 
lacks an opportunity to 
cleanse data at source and 
prevent fraud. 
 
There is potential for 

reputational risk to Civica, 
WCC, WDC and MHDC if 
applicants make fraudulent 

claims and receive grant 
money that is not due to 
them. 
 

 
 
 

Full checks to available 
information sources should 
be carried out to satisfy that 
the application is not 
fraudulent and recorded to 
show due diligence has been 
deployed should there be 

challenge.  
 
A reliance is to be put on the 

NFI Post checking process 
but consideration should be 
given to using Spotlight 
(now that further changes 

 
 
Responsible Manager: 

Busines Rates Team Manager 
 
Unfortunately, as noted, we 
were unable to send out our 
visiting officers through the 
lockdown period as this would 
be breaking the law. 

 
Due to the infancy stage that 
‘Spotlight’ has been in, the 

service is provided has been 
nothing more than a glorified 
Companies House (which we 
use for each limited company 
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as possible, the government’s 
anti-fraud application, Spotlight, 
was not used as it didn’t offer any 

additional value to the controls 
that were already available to the 
team such as the Companies 
House. This meant that there 
would need to be a reliance on 

post checks for fraud which had 

been identified in the BEIS grant 
risk assessment. 
 
The online application forms do 
not link through to the Civica 
system and there were no 
mandatory fields within the online 

application forms used for the 
Small Business Grant Retail, 

Hospitality & Leisure and Local 
Restriction Support Grants which 
could have been used as a control 
to prevent fraud and to add 
efficiency in administrating the 

grants. 
 
Pre-approved applications 
 

A 5-10% sample check was 
carried out by the Business Rates 

Team Manager on each grant 
payment run, prior to refunds 
being authorised, to identify any 
errors or potential fraud prior to 
the payment being processed. 
There is no evidence to support 
which claims were checked as 

part of this monitoring 

 
 
 

Potential for loss of Public 
Funds or expense to recover 
grant money which was 

incorrectly awarded or 
fraudulently claimed 

have been made to this 
system) on pre grant 
applications to further 

enhance anti-fraud 
measures to develop 
controls for further grants to 
ensure checks or processes 
are in place to minimise or 

mitigate the risk before the 

grant is paid.  
 
Discuss with the Authorities 
if data entry to certain fields 
can be made mandatory 
which will act as a cleansing 
control in the prevention of 

fraud and will provide 
efficiency in administrating 

the grants. Investigate if 
application forms could be 
more interactive with the 
system.  

check) We are now looking into 
the further developments which 
include further focus on sole 

traders and will continue to 
engage with audit as to the 
value this could bring to future 
grant schemes. 
 

We have conducted pre grant 

checks in line with Government 
guidance and followed the 
Governments lead on 
application form questions and 
data required to obtain. 
 
Whilst an interactive application 

form that linked up to the 
software would provide further 

‘pre’ checks unfortunately this 
was not available, we have 
included questions which put 
the onus on the customer to 
provide clarification on issues 

such a breaching state aid as 
requested. 
 
The 3 authorities have 

purchased the NFI module for 
post checks which we have and 

are currently using, the result of 
which are being discussed with 
the head of audit ongoing. 
 
We understand a new module is 
being made available within the 
Spotlight tool to check on sole 

traders, using Experian’s credit 

reference data. This is a 
chargeable service at £0.50 per 
case and will be raised at the 
next operations board 
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Implementation date: Ongoing 

3 M Debt Respite Scheme – 
Breathing Space  
 
There is no evidence that an 
impact assessment has been 
carried out to identify what if any 

effect this planned new regulation 
with have on individual business 
rate payers (Sole Traders) that 
are in debt. 

 
Reputational risk and 
intervention by the regulator 
if not compliant with 
regulation. 
 

 

 
An impact assessment 
should be carried out to see 
if this regulation poses a risk 
to the recovery process for 
business rate debt. Should 

any risk be identified a plan 
with the approval from the 
LA's S151 Officers needs to 
be put in place to ensure the 
service remains compliant. 

 
Responsible Manager: 
Business Rates Team Manager 
 
Breathing space training has 
been booked via Dukes 

Enforcement Agents for the full 
team & managers 
 
However, it should be noted this 
affects sole traders only and not 
limited companies. Given that 
recovery may not start in 

earnest until late summer we 
have sufficient time to embed 

this within the team so that the 
Ratepayer will experience a 
seamless service 
 
Implementation date: Training 

April 2021, rollout April 2021 to 
June 2021, fully operational 
from June 2021 
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1. Introduction 
 

1.1 The audit of General Data Protection Regulations – Privacy Notices and Data held was carried out in accordance with the Worcestershire Internal 
Audit Shared Service Audit Plan for Worcester City Council for 2020/21 as approved by to the Audit and Governance Committee on 29th July 2020. 
The audit was a risk based systems audit of the General Data Protection Regulations – Privacy Notices and Data held as operated by Worcester 

City Council. 
 

1.2 This review relates to the Worcester City Council theme of Good Governance & Best Practice as detailed in the Worcester City Plan 2016-2021.  
 

1.3 The risks on the Strategic Risk Register relevant to this review were: 
 

 CP-SRK-012 – Covid-19 Data Breaches 

 
 The risks on the Service Risk Register relevant to this review were: 
 
 

 OP-SRK-004 – Data breach (Risk of inappropriate release of contravention of data protection act).  
 

 
1.4 This review was undertaken during the months of September, October and November 2020. 
 

 

P
age 115



 

2. Audit Scope and objective 
 

2.1. This review has been undertaken to provide assurance that Worcester City Council has a robust data retention process in place and privacy notices 
are fit for purpose and comply with guidance and inform all customers of the data the Council holds and the use of that data; and that the council 

is not unwittingly providing subject data that can be used by 3rd parties for fraud i.e. identity theft.    
 

2.2. The scope covered:    
 Privacy Notices – reviewing if privacy notices are up to date and in line with Guidance. 

 Public domain – publishing of personal data.   
 Data subjects – Transparency on use and storage of data.  
 Document Retention 

 
 

2.3. This reviewed covered procedures in place at the time of the review.  
 

2.4. This review did not cover impact assessments. 
 

3. Audit Opinion and Executive Summary 
 
3.1. From the audit work carried out we have given an opinion of Moderate assurance over the control environment in this area.  The level of 

assurance has been calculated using a methodology that is applied to all Worcestershire Internal Audit Shared Service audits and has been defined 
in the “Definition of Audit Opinion Levels of Assurance” table in Appendix A.  However, it should be noted that statements of assurance levels are 
based on information provided at the time of the audit.   
 

3.2 We have given an opinion of Moderate assurance in this area because there is a sound system of control in place but that some of the expected 

controls are not in place and / or are not operating effectively therefore assurance can only be given over the effectiveness of controls within some 
areas of the system.   

 
3.3 During the review audit aimed to conduct sample testing on five service areas which include two front line services (Operations and Housing). 

However due to the pandemic and the need to provide vital services both front line service areas were not able to offer resource for the audit, 
therefore it is proposed that further assurance will be sort for these areas as part of the 21/22 internal audit plan. 

 
3.2. The review found the following areas of the system were working well: 

 Data on the public domain was relevant and complying with legislation.  
 Appropriate controls are in place to ensure that staff provide consent for their information to be provided with 3rd parties as part of their 

contractual obligations. Terms and conditions are available to the public to read on the public website as to what information will be kept 
on the public domain.  
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3.3. The review found the following areas of the system where controls could be strengthened: 

 

 
 
 

 
 

 
 
 

 

4. Detailed Findings and Recommendations 
 

The issues identified during the audit have been set out in the table below along with the related risks, recommendations, management responses and 
action plan.  The issues identified have been prioritised according to their significance / severity.  The definitions for high, medium and low priority are set 
out in the “Definition of Priority of Recommendations” table in Appendix 4. 

 

 

 Priority 

(see Appendix 4) 

Section 4 

Recommendation 
number 

Document Retention High 1 

Information Register Medium 2 

Privacy Notices Medium 3 

Data Subject requests Low 4 

Ref. Priority Finding Risk Recommendation Management Response and 

Action Plan 

New matters arising 

1 H Document Retention 

 

On the planning portal, there are 
a number of documents which 
have surpassed the document 
retention period required and are 
still available for the public to 
view. 

 

 

There is risk of reputational 
damage and financial 
implications if the authority is 
found to not be complying 
with legislation guidelines. 

 

 

To arrange for services to 
conduct an annual review on 
the retention of their 
documents to ensure that all 
documents are following the 
retention periods as part of 
legislative requirements. 

 
 

 

 

Responsible Manager: 
Development Control Manager 
(re planning) 
 
It is agreed that an annual 
reminder to services should be 
undertaken as part of a wider 

work programme. 
 

 
Implementation date: 
Annually 
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2 M Information Register 
 
During the review an assessment 

was carried out on the monitoring 
of the services information 
registers and retention schedules, 
where it was found that: -  
 

1.) A number of personal 

information registers have not 
been updated since the last Data 
Protection Officer left the 
authority in 2018.  
2.) The 'date' field has been left 
blank in each personal 
information register, which has 

made it difficult to evidence the 
head of service authorised the 

information.  
3.) That challenges provided by 
the Heads of Services within the 
information registers appears to 
be unanswered and there is no 

evidence this was followed up. 
4.) There is no ‘date' field to allow 
services to understand when A 
review should be held.  

5.) The 'disposal of data' tab log 
was last updated in 2018. Since 

the lock down in 2020 and a need 
to re arrange the office within the 
Museum and Art Gallery, data has 
been disposed of. 
 
 

 
 
Reputational damage If the 

authority is not aware of what 
information service areas are 
holding and there is a 
challenge from a member of 
the public on the use and 

retention of their data.  

 
 
 

 
 
As the Information logs are 

not being kept up to date the 
Council needs to determine 
if the current Asset 
information registers are fit 
for purpose, what they are 

designed to achieve and if a 

spreadsheet is the best way 
of achieving this or if 
consideration needs to be 
given to a more robust 
process through the use of 
an already existing system.  
 

A review needs to be 
undertaken from a corporate 

standpoint to give 
assurances that service 
areas have disposed of 
information, both hard copy 
and electronic, in line with 

retention schedules. 
 
With home working how 
officers are sharing and 

disposing of information 
needs to be considered. 

 
 
Responsible Manager: 

Deputy Director, Corporate 
Policy and Strategy 
 
An information audit was carried 
out in 2018. This was a one-off 

piece of work to prepare for 

GDPR, document the types of 
information held and dispose of 
information no longer required 
in accordance with the Council’s 
retention policy. This produced 
retention schedules which 
documented the information 

held and supported disposal of 
historic information. 

 
The Council has a retention 
policy which covers the 
retention and disposal of data. 
Details on the information that 

we hold and the reasons for 
doing so is published on our 
website. 
 

Accepted best practice is to hold 
and publish a corporate level 

register of processing activities 
to supplement the above. This 
will be implemented during 
2021/22, informed by the 
findings of this audit. 
Due to the pandemic, there has 
been a reduction in use of paper 

records and an increase in 

digital storage. There are also 
plans in place to migrate 
information to secure cloud 
storage over the next two years 
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as part of the move to Microsoft 
365. This which will incorporate 
a review of data retention. 

 
Implementation date: 
March 2023 

3 M Privacy notices  
 

The review found that: -  
 
1.) There are service areas within 
the authority that do not have a 
privacy notice available on the 
public website. It was found that 
reliance is on 3rd party 

organisations to have a privacy 
notice in place.  

2.) Although granted there have 
been pressing matters through 
unforeseen circumstances, since 
the last data officer left the 
organisation in 2019, it was 

acknowledged by the policy team 
that there have not been any 
updates made to privacy notices 
to reflect the current position of 
some of the service areas.  

3.) There is no option available via 

telephone or other means to 
support the public without access 
to the internet or have a disability 
(including visually impairment) 
understand the privacy notices  
Also it was identified that , unless 
an officer from customer services 

calls them back to discuss 
 

 
 

There is a risk that no 
monitoring over the privacy 
notices occurring, which also 
presents a risk that the 
privacy notices available are 
not up to date.  

 
 

To carry out a yearly review 
to identify if all services 
privacy notices are up to 
date e.g. sharing of data 
with third parties etc. and 
available on the public 
domain with current 

information.  
 

As part of an assessment a 
determination needs to be 
made if the current controls 
in place cover all members 
of the public including those 

without access to the 
internet or those with a 
visual impairment. i.e. those 
who contact the Council via 
telephone. 

 
 

Responsible Manager: 
Deputy Director, Corporate 
Policy and Strategy  
 
Whilst there are no specific 
examples identified, a review of 
privacy notices will be 

undertaken during 2021/22. 
Telephony or face to face 

support is available upon 
request. 
 
Implementation date: 
March 2022 

 
 

4 L Data Subjects  
 
If members of the public wish to 
get hold of their data they need to 

 
 
There is a risk that the 
authority is not keeping up 

 
 
To assess the potential for 
the completion of on line 

 
Responsible Manager: 
Deputy Director, Corporate 
Policy and Strategy 
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complete a "subject access 
request", however, the form is in 
a PDF format, which means 

members of the public have to 
carry out a series of events 
including printing out the form, 
hand writing on the document, 
then either sending via post or 

having to scan back in and email.  

 
Although there are steps in place 
to support the public through 
Trinity street, one may argue that 
the steps are over complicated for 
a member of the public to perform 
and do not provide a good 

customer service.  

with the processes that other 
authorities are which could 
result in complaints if the 

authority was to struggle to 
provide the data subject 
requests.  

forms to enable a better 
customer experience. 

 
As proof of identity is required to 
process a SAR, there is 

inevitably a hard copy process 
required. 
The service will review the 
process as recommended 
 

 

Implementation date: 
March 2022 
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APPENDIX 4 
Audit Report Follow Up Reports. 

Follow ups have been undertaken regarding Car Parking, Front Line Housing, Welfare Assistance, Sansome Walk, Health 

and Safety and ICT.  Completed reports are reported for information.  The assurance and priority level definitions listed below 

can be applied to all reports and follow up reports. 

Definition of Audit Opinion Levels of Assurance 
 

Opinion Definition 

Full 
Assurance 

The system of internal control meets the organisation’s objectives; all of the expected system controls tested are in place and are operating 

effectively.   
 
No specific follow up review will be undertaken; follow up will be undertaken as part of the next planned review of the system. 

Significant 

Assurance 

There is a generally sound system of internal control in place designed to meet the organisation’s objectives.  However isolated weaknesses 
in the design of controls or inconsistent application of controls in a small number of areas put the achievement of a limited number of system 
objectives at risk. 

 
Follow up of medium priority recommendations only will be undertaken after 6 months; follow up of low priority recommendations will be 
undertaken as part of the next planned review of the system. 

Moderate 

Assurance 

The system of control is generally sound however some of the expected controls are not in place and / or are not operating effectively 
therefore increasing the risk that the system will not meet it’s objectives.  Assurance can only be given over the effectiveness of controls 
within some areas of the system. 

 
Follow up of high and medium priority recommendations only will be undertaken after 3 months; follow up of low priority recommendations 
will be undertaken as part of the next planned review of the system. 

Limited 
Assurance 

Weaknesses in the design and / or inconsistent application of controls put the achievement of the organisation’s objectives at risk in many 
of the areas reviewed.  Assurance is limited to the few areas of the system where controls are in place and are operating effectively. 

 
Follow up of high and medium priority recommendations only will be undertaken after 3 months; follow up of low priority recommendations 
will be undertaken as part of the next planned review of the system. 

No 
Assurance 

No assurance can be given on the system of internal control as significant weaknesses in the design and / or operation of key controls could 
result or have resulted in failure to achieve the organisation’s objectives in the area reviewed.  

 

Follow up of high and medium priority recommendations only will be undertaken after 3 months; follow up of low priority recommendations 
will be undertaken as part of the next planned review of the system. 
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Definition of Priority of Recommendations 
 

Priority Definition 

H Control weakness that has or is likely to have a significant impact upon the achievement of key system, function or process objectives.   
 
Immediate implementation of the agreed recommendation is essential in order to provide satisfactory control of the serious risk(s) the 

system is exposed to. 
 

M Control weakness that has or is likely to have a medium impact upon the achievement of key system, function or process objectives. 
 
Implementation of the agreed recommendation within 3 to 6 months is important in order to provide satisfactory control of the risk(s) the 
system is exposed to. 

 

L Control weakness that has a low impact upon the achievement of key system, function or process objectives. 
 

Implementation of the agreed recommendation is desirable as it will improve overall control within the system. 
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Worcestershire Internal Audit Shared Service 
 

 
 

 

Car Parking 2020/21 
 

1st Follow-up Report -   13th July 2021 
 
 

 
 

Distribution:  
 
To:  Parking and Enforcement Manager 
 

Cc:  Interim Head of Community Services  
       Corporate Director Homes and Communities 
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Section A - Justification of Audit Follow-up Approach 
 
The date of the final audit report was 05/11/2020 and was followed up because: 
 
 4 medium priority recommendations were made: and 
 At least six months have passed since the previous follow-up.  

 
 
The following audit approach was applied: 
 
1. The 4 medium priority recommendations have been updated with the current position.  (Please see Section C) 

 

2. Where required recommendations against weaknesses in key controls have been tested substantively/ evidenced. 
 

Section B - Conclusion - Current Position statement 
 
The original audit report gave Moderate Assurance over the control environment, and this is the 1st follow-up. 
 

Since the audit the Parking and Enforcement Manager and Head of Community Services have left the Council.  There is a new Parking and Environmental 
Enforcement Manager in post and more recently appointed early this month, Interim Head of Community Services.  
 
This follow up has identified that there are still actions that need to address which may just need clarification such as if the Authority are to continue to 
pursue a third a party provider for alleged breach of contract as detailed in the previous audit. Car Parking Services are to arrange a meeting with Legal 
Services to get an update with regards to previous and current concerns around breach of contract and the new issues around the check in and check our 

service which has been suspended due to customer complaints. 
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The audit has identified a need for the service to review their record keeping ensuring that a full audit trail is kept, to ensure knowledge can be shared 
and evidence retained once actions have been completed. Minutes from meeting and agreed actions with the third party provider should be retained by 
the service in case they need to be referred to later to support any claims of alleged breach of contract.   
 

The service has requested monthly invoices from another third party provider due to some concerns over the amount charged and are closely monitoring 
this. It would be advisable to review the agreement between Worcester City Council and the third party provider to ensure it remains fit for purpose. 
 
Procedures have been put in place to address car parks prone to flooding to ensure the parking machines can be moved safely and timely to prevent 

damage caused by flooding.  
 
A further follow will need to be carried out as there are actions outstanding. 

 
 
This follow up was undertaken during the months of May and June 2021. 
 
 
 

Section C – Current Position 

 

Ref./ 
Priority 

 

Recommendation 

 
Management Response and Action 

Plan 

 1st Follow up 

Position as at 21st June 2021 

 

1 
Medium 

 

 
Recording of faults 
 
To add to the fault recording 

spreadsheet an additional two 

columns to record  
 
 The date when faults have been 

referred to the contractor; and  
 The date when it has been 

repaired and the cause of the 
fault. 

This will allow the monitoring of 
timescales, trends and cost of repairs 
that were previously under warranty 

(except for damage caused by 
flooding). 

 

 
 
 
Responsible Manager:  Parking and 

Enforcement Manager  

 
Action completed 22nd October 2020: 
 
1. Faults spreadsheet updated to include 

historical data, including outcomes and 

rectification dates. A process for timely 
recording, updating and evaluating faults is 
now in place.  

2. The faults spreadsheet comprises an 
additional column to highlight any 

contractual breaches or faults that lead to 
the same. Each escalation will be considered 

by a fully informed conversation and 

  
Partly Implemented 
 

1. The spreadsheet has been updated with 

information available such as the month 

of the resolution. However, there are 
still some faults which have been 
reported to the contractor but the cause 
and outcome have not been recorded on 
the spreadsheet.   

 
2. The spreadsheet has been updated with 

new headings which includes a column 
for contractual breaches. However, it is 
not being completed. While faults are 

being monitored, completing this would 
evidence if a breach of contract has 
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Ref./ 
Priority 

 

Recommendation 

 
Management Response and Action 

Plan 

 1st Follow up 

Position as at 21st June 2021 

 
Ensure Legal is kept updated with any 
outstanding or new breaches of the 
contract. 

recorded within contractual meeting 
minutes.  

3. Flood repairs have concluded with some 

changes made to connections to increase 

water resistance and ability to remove and 
store machines during flood events.  
 

4. A flood response process has been 
established with Property Services 

contractors to ensure machines can be 
removed and reinstated with a matter of 
hours. Although this process is in place and 
has been tested, we await the first live 
event to test effectiveness.  

 

been considered, prompting a need to 
refer to Legal.   
 

A meeting with Legal and the Director of 

the service has been requested to 
discuss the continuing issues with the 
parking machines and to understand if 
any of the faults fall under the definition 
of a breach. The recent meeting with 

the contractor concerned the issues 
around the Check in and Check out.  
 

3. A flood procedure has been produced 
which explains the actions required, 

contacts and step by step instructions 
for disconnecting and removing the 

parking machines from the known flood 
areas within certain car parks. 
 
Since the procedure has been written 
the service await the first live event to 
test effectiveness. 

 

  

2 
Medium 

 

Contract Management 
 
Actions from the monthly meeting with 
the contractor should be re-visited at 

the next meeting and documented if 
they have been resolved or not and 
where possible should detail the cause 
of the fault. 
 
Ensure an audit trail is kept for any 

faults that are likely to be a breach of 

contract including evidence. 
 

 
 
Responsible Manager:  Parking and 
Enforcement Manager  

 
Completed Action 22nd October 2020: 
 
1. Our first contract meeting since audit 

findings were presented has taken place. 
Minutes from previous meeting have been 

reviewed in more detail, with action points 

confirmed and clearly recorded in the 
current meeting minutes as suggested.  

  
Partially Implemented 
 
1. Rather than the previous scheduled 

contract meetings with the contractor, they 
are now ad hoc to address issues as and 
when they arise such as the Check in Check 
out. The contractor recorded the Zoom 
meeting and the service are awaiting a copy 
of this recording which acts as the minutes. 

Actions from this are still outstanding. 
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Ref./ 
Priority 

 

Recommendation 

 
Management Response and Action 

Plan 

 1st Follow up 

Position as at 21st June 2021 

 
As soon as possible Parking Services 
and the contractor to agree KPI's and 
to advise Legal of the agreed 

measures. 

 
Ensure contracts have been correctly 
executed for the contractor and that a 
copy is retained by the Car Parking 
Team for monitoring purposes. 

 
Legal to inform Parking Services of the 
current position with regards to the 
communication with the contractor 
and explain any effect on the 

management of the contract and how 
this will now be resolved. Consider 

regular communication/meetings 
between Legal and Parking Services 
while there are outstanding actions 
regarding this contract. 
 
Legal and Car Parking Services to 
meet and agree a current 

position/assessment of the machines 

before the warranty runs out 
(beginning of October 2020) 
documenting any outstanding issues 
concerns and putting this in writing to 
the contractor. 

 

 
2. Contractual breaches are now identified in 

the machine fault spreadsheet, any 

additional breaches included in meeting 

minutes. There were no breaches other than 
those currently outstanding.  

 
In progress  

 

3. User acceptance testing has been discussed 
during a meeting with Legal Services, a 
draft User Acceptance Testing document 
has been distributed and awaits legal sign 
off, this relates solely to CICO. Legal 

Services will confirm if any further breaches 
should be progressed.  

 
Phase 1 testing due to commence 1st November 
2020.  
 
Phase 2 testing 1st December 2020  
 
Phase 3 testing 4th January 2021. 

 

Timescales are subject to agreed legal 
parameters.  
 
Responsible Manager 
Solicitor 

 
Forward to Audit and Car Parking Services a 
copy of the signed contract once this has been 
scanned.  
 

Implementation date 
30th November 2020 

 

2. There is a column within the fault 
spreadsheet. However, information hasn’t 
always been entered into this column.  

 

As and when faults are happening on a 
frequent basis, the service are requesting 
the contractor to investigate. 
 

It is unclear if the previous breaches have 

been addressed and a meeting with Legal 
has been requested by the service to 
discuss further issues with the car parking 
machines. 
 

Unable to clarify if actions have been 

completed 
 

3. The User Acceptance Testing Document 
was not available to view during this 
testing. An update from Legal has been 
requested. 

 

4. The signed copy of the contract was not 
available to view during this testing. A copy 

has been requested from legal. 
 

5. An update has been requested from Legal 
following the meeting on the 24th 
September 2020 as to the agreed actions 

and progress. 
 

P
age 127



 

Ref./ 
Priority 

 

Recommendation 

 
Management Response and Action 

Plan 

 1st Follow up 

Position as at 21st June 2021 

 
 
Responsible Manager 
Deputy Director (Governance) 

 

Legal and Car Parking had a meeting on 24 
September to agree the next steps as regards 
contract management. Those agreed actions 
are in the process of being implemented 

3 
Medium 

 

Contractor: 

Contract/Procedures 

 

Ensure the procedure is version 

controlled and that there is 

evidence when it is reviewed and 

updated. 

 

Retain a copy of the contract/Core 

Specification within the Car 

Parking folder to enable the 

service to properly monitor the 

contract especially where there 

are cash discrepancies.  

 

Understand what extra costs there 

may be to the service for 

additional collections due to the 

cash collection boxes in the 

parking machines (provided by the 

contractor) being smaller and 

therefore holding less coinage.  

 

Ensure any differences are 

explained by the contractor or 

 

 

 

Responsible Manager:  Parking and 

Enforcement Manager 

 

In progress  

 

1. Request updated procedures from the 

contractor in relation to version control 

and date.  

2. Obtain a copy of the agreed contract or 

progress the contractual position with 

legal services. 

Documents requested with a completion 

date of 4th January 2020 set.   

 

Completed 22nd October 2020 

 

3. At the contract review meeting, review 

control measures and performance 

against agreed standards.  

4. Financial spread sheets have been 

updated to reflect daily recording and 

  

 

Partially Implemented 

 

The original framework documents have 

been received. However, the procedures 

agreed between the contractor and WCC 

are still to be located and reviewed. The 

Car Parking and Environmental 

Enforcement Manager has changed the 

invoicing to monthly to monitor the costs 

more closely. There is no evidence that 

updated procedures from the contractor 

have been received. 

 

Unable to clarify that action 3 has been 

completed. 

 

The financial spreadsheet has not been 

provided to ensure the changes are 

embedded. 
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Ref./ 
Priority 

 

Recommendation 

 
Management Response and Action 

Plan 

 1st Follow up 

Position as at 21st June 2021 

 

investigated and the reason 

recorded. An internal tolerance 

level could also be agreed to 

ensure that resources are used 

efficiently and should be agreed 

with WCC Finance so that they are 

aware if challenged by external 

audit. 

 

reporting. There is clear accountability, 

notes, escalations and a sign off.  

 

4 
Medium 

 

Reconciliation 

 

There needs to be a reconciliation 

undertaken which reconciles the 

income back to the original source 

which is the audit ticket.  

  

Identify why the ticket numbers 

are different and agree with the 

contractor what number will be 

used in the future so that if there 

was a query, it is clear as to what 

audit receipt is being referred to. 

 

Ensure the audit tickets are 

checked to ensure they show the 

collection amount and all tickets 

are retained. 

 

Review the method of retaining 

the audit receipts so that if there 

is a query, the ticket can be 

accessed in a timely manner. If 

considering scanning them and 

 

 

Responsible Manager: Parking and 

Enforcement Manager 

 

Completed 22nd October 2020: 

 

1. Reviewed the process to include a 

revised reconciliation spreadsheet 

that is now completed daily (by 

collection date).  

2. Audit tickets have been replaced with 

daily report from web office.  

3. Variances are demonstrated within 

the reconciliation excel file with an 

action recorded against each, those 

action are reviewed and confirmed by 

a Supervisor.  

4. Ticket number discrepancy identified, 

although no longer relevant as audit 

data is now system generated, 

however there will be monthly checks 

to ensure the data remains 

comparable.   

  

 

Unable to provide assurance 

 

Information has not been provided to check 

that the changes are effective, and process 

embedded. 
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Ref./ 
Priority 

 

Recommendation 

 
Management Response and Action 

Plan 

 1st Follow up 

Position as at 21st June 2021 

 

retaining them electronically 

ensure the scan image is clear and 

shows the whole image including 

the audit ticket number and that 

all the tickets are scanned on. 

 

Investigate the reason for the 

delay in the banking of the £25.65 

and review if there was a failing in 

a control and discussing any 

finding with the relevant 3rd party. 

Agree with Malvern that the 

service will be informed of any 

money that is missing or if there is 

a discrepancy. Likewise if there is 

any discrepancies on the 

contractor spreadsheet, Malvern 

Finance should be advised of this 

as they use the spreadsheet sent 

to them by the contractor as a 

control. 

5. Storage and electronic filing system 

put in place.  

6. Delay in banking investigated, 

recorded and concluded as contractor 

error.  
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Worcestershire Internal Audit Shared Service 
 

 
 

 

Homelessness 2018/19 – Processes and Procedures 
 

Follow-up Report - July 2021 
 

 
 

Distribution:  
 
To: Head of Strategic Housing 
 Housing Welfare & Options Team Manager 
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Section A - Justification of Audit Follow-up Approach 
 
The date of the final audit Report was 05/09/2019 and has been followed up because: 
 

 2 high and 2 medium priority recommendations were made 
 

 
The following audit approach has therefore been applied: 
 
 The 2 high and 2 medium priority recommendations have been updated with the current position. (Please see Section C) 
 

Section B - Conclusion 

 
The original audit report gave Limited Assurance over the control environment, and this is the 1st follow-up since the report was issued. 
 
This follow up has found that of the 4 recommendations from the original audit report relating to access to systems, Jigsaw system customer risk 
assessments, Temporary Accommodation customer data and documentation and resilience, audit is satisfied that all have now been implemented and the 
risk mitigated accordingly. As such, no further follow up action is required. 
 

This follow up was undertaken during the month of July 2021. 
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Section C – Current Position 
 

 
Ref./ 
Priority 
 

Recommendation 
 

Management Response and Action Plan  1st Follow up 
Position as at July 2021 

1 
High 
 

Access to systems 
 
Access to the Homeless Finance 
System is being gained using a profile 
and user account under the name of 

an officer who is no longer employed 
by Housing and is not password 
protected. 
 
Review access to systems. Ensure that 

access is relative to the individual that 
is using the system and that any 

individuals who are not currently 
employed by Housing have their 
access revoked and user accounts 
suspended. 
 
The current practice must not 
continue until the new system is 

installed.  Protocol to be established 

for user accounts for the new system 
to protect the data integrity and 
privacy. 
 

Responsible Manager: 
 
Housing Welfare & Options Team Manager 
 
Implementation Date: 

 
20/5/2019 
 
Call placed with IT to ask for different log ins for 
all users of this access database. IT call log 

128818. 

 Implemented 
 
Individual logins had been implemented as of 
May 2019 (ICT Incident Number #128818) 
however the Homeless Finance System has not 

been in use since November 2019. 

2 
High 
 

Jigsaw System Customer Risk 
Assessments 
 
Remind staff of the necessity to 
complete customer risk assessments, 
particularly where there may 

potentially be staff who are lone 

working requiring contact with the 
customer. 

Responsible Manager: 
 
Housing Welfare & Options Team Manager 
 
Implementation Date: 
 

20/5/2019 

 

 Implemented 
 

Case reviews have been implemented and are 
now carried out monthly to check – to date no 
further issues have been identified. 
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Ref./ 
Priority 
 

Recommendation 
 

Management Response and Action Plan  1st Follow up 
Position as at July 2021 

 Email sent to all Housing Solutions Officers 
reminding them of the importance of this. Case 
reviews have been set up from the beginning of 
June which will also mean that this will be 
noticed if not complete. 

 

3 
Medium 
 

Temporary Accommodation 
Customer Data and 
Documentation 
 
 

Testing found open and ongoing cases 
where there was no evidence of recent 
monitoring or follow up activity. 

 
Establish a quality assurance check to 
regularly monitor cases on a sample 
basis and evidence the monitoring 

taking place. 
 
Re-visit outstanding cases in the 
approach stage and action 
accordingly.  
 

Record customer deaths in the system 
where appropriate. 
 
Provide the team with guidance as to 
timescales that customers should 
remain in the approach stage and 
seek exception reporting to ensure 

cases are dealt with appropriately in a 
timely manner. 
 

Responsible Manager: 
 
Housing Welfare & Options Team Manager 
 
Implementation Date: 

 
20/05/2019 
 

Case Reviews have been set up so that this can 
be identified and rectified.  Appointments for 
case reviews have been set up from the 
beginning of June 2019. 

 Implemented 
 
Case reviews are now carried out. Further 
guidance was provided in a team meeting in 
June 2019 and a handout in July 2020 regarding 

when the customer should be in each stage. 
 P
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Ref./ 
Priority 
 

Recommendation 
 

Management Response and Action Plan  1st Follow up 
Position as at July 2021 

4 
Medium 
 

Resilience 
 
Ensure that cases allocated to 
officers who are off on long term 
leave are routinely checked and 

updated to ensure that records 
remain current and relevant. 
 

Responsible Manager: 
 
Housing Welfare & Options Team Manager 
 
Implementation Date: 

 
20/5/2019 
 
Case reviews, set up from the beginning of 
June will ensure this does not happen in future.  
The particular officer did not go on maternity 
leave until January 2019 and the cases in 

question were no longer being worked on when 
she left and therefore were not passed on to 

other officers.  This officer should have closed 
them down prior to going on maternity leave 
and this will be addressed when she returns. 

 Implemented 
 
The officer in question did not return following 
maternity leave and the cases in question are 
now closed. There have been officers on 

maternity leave since this incident and their 
cases were passed to other officers when they 
went on leave. 
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Worcestershire Internal Audit Shared Service 
 

 
 

 

Discretionary Welfare Assistance 2018/19 
 

Follow-up Report – 21st July 2021 
 

 
 

 
 

Distribution:  
 
To: Head of Strategic Housing 
      Strategic Housing Team Manager 
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Section A - Justification of Audit Follow-up Approach 
 
The date of the final audit Report was 13/06/2019 and has been followed up because: 
 

  2 medium priority recommendations were made 
 

 
The 2 medium priority recommendations have been updated with the current position. (Please see Section C) 

 

Section B - Conclusion - Current Position statement 

 
The original audit report gave Significant Assurance over the control environment, and this is the 1st follow-up since the report was issued. 
 
From the explanations sought and the evidence provided audit is satisfied that all recommendations have been implemented. 
 
As the 2 medium priority recommendations have been implemented no further follow-ups are required. 
 

This follow up was undertaken during the month of July 2021. 
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Section C – Current Position 

 
Ref./ 

Priority 
 

Recommendation 

 

Management Response and Action Plan 1st Follow up 

Position as of 21st July 2020 

1 

Medium 
 

Declaration Forms 

 
Ensure that all declaration forms 
received contain all of the necessary 

information including signatures of the 
applicant and referrer, dates and the 
descriptions of goods to be awarded. 
 
Confirm that completed customer 
declarations are held on file for all 

awards and that information is 

retained in order to preserve the audit 
trail. 

  

 
The DWAS White Goods Referral Procedure 
clearly states that the Officer responsible for 

sending the referrals must check that a 
Declaration Form has been received and that it 
is signed by both the referrer and the customer 
before the referral is sent to our supplier. All 
Officers responsible for sending referrals will be 
reminded of this necessity. 

 

The Declaration Form not stating the goods 
being applied for is less of an issue because this 
is not the source used to obtain this information 
– the goods to be ordered is taken from the 
online application databased completed by the 
hub. 

 
Responsible Manager: 
Strategic Housing Team Manager 
 

Implementation Date: 
1st June 2019 

Implemented 

The declaration form in this format is no longer 
being used, instead an online form is now being 
provided for referring agencies. This form 
became fully functional in November 2020. 

This form is automatically forwarded to the 
relevant Housing email inbox for processing, and 
to the Council’s supplier for White Goods where 

necessary. 

2 
Medium 
 

Record of Discretion 
 
When a decision is made to use 
discretion, ensure that Housing and 
Hub staff provide clear indication and 
record sufficient detail providing the 

reason why discretion has been 
applied. 

 

  
 
The way in which discretion is given depends 
upon the goods being provided. In the case of 
food and energy vouchers, discretion is usually 
sought by the hub over the phone from one of 

the managers in the Housing team at the point 
of application (due to the usual nature of the 

application). In this case, the Housing manager 
will give verbal approval for discretion and the 
hub advisor should make a note of this on the 

Implemented 
 
The online claim referral form now identifies 
discretionary applications and forwards them on 
to the relevant Housing Officer. It incorporates a 
field for background information on why 

discretion is being applied to a particular claim. 
 

Staff have been made aware of the necessity for 
providing this detail. 
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application. Where no Housing manager is 
available, the hub advisor can seek discretionary 
approval from a hub team leader and, again, the 

advisor should make a note of this on the 
application. 
 
In the case of white goods, discretion must be 
sought in writing by the referrer, with emails 

sent to the Housing inbox and forwarded to a 

manger in the Housing team for approval. Where 
discretion is given, the Housing manager will 
respond in writing to the referrer, copying in the 
hub team leaders, who will then circulate to 
advisors so that they are aware that approval 
has been given when the referrer calls to make 
the application. Again, the advisor should make 

a note of this on the application. In most cases, 
the advisor will copy the content of the email 

from the Housing manager into the notes section 
of the application as evidence. 
 
Unfortunately, the nature of the application 
system means that the application cannot be 

amended once it has been completed by the hub 
and therefore if the advisor has not added a note 
to the application, the Housing team are unable 
to subsequently add one. 

 
The hub team leaders will be asked to remind all 

advisors of the importance of adding a note in all 
cases where discretion has been given. 
 
In addition, Housing Managers will be asked to 
save a copy of all emails approving discretion in 
the case of white goods on the Welfare 
Assistance Scheme section of the W Drive, 

providing an additional audit trail in these cases. 

 
In the case of food and energy vouchers, the 
Housing team will review whether hub notes on 
discretionary applications improve. If a 
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continuing issue is identified, a spreadsheet will 
be created for the Housing Managers to populate 
in all cases where discretion is given. However, 

this would be a last resort due to one of the 
intended aims of the scheme being to make it as 
admin light as possible. 
 
Responsible Manager: 

Strategic Housing Team Manager 

 
Implementation Date: 
1st June 2019 
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Worcestershire Internal Audit Shared Service 
 

 
 

 

ICT 2020/21 
 

1st Follow-Up Report  -   10th November 2021 
 

 
 

 
 

Distribution:  
 
To:  ICT Shared Service Manager 

Director of Finance & Resources and Section 151 – WCC 
 Deputy Director – Corporate Policy and Strategy – WCC 
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1 Section A - Justification of Audit Follow-up Approach 
 
The date of the final audit Report was 30/04/2021 and was followed up because: 
 

 1 high and 3 medium priority recommendations were made, and, 

 At least six months have passed since the final report was issued.  
 

 
The following audit approach was therefore applied: 
 

 The 1 high and 3 medium priority recommendations have been updated with the current position.  (Please see Section C) 

 Where required recommendations against weaknesses in key controls have been tested substantively/ evidenced. 
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2 Section B - Conclusion - Current Position statement 
 
The original audit report gave Moderate Assurance over the control environment and this is the 1st follow-up. 
  
Out of the 1 high and 3 medium priority recommendations:  

 the medium priority recommendation in relation to the agile working policy has been implemented;  

 the high priority recommendation in relation to Council inventories has been partially implemented; 

 the medium priority recommendation relating to the implementation of Office 365 have been partially implemented;  

 the medium priority recommendation relating to incidents has not been implemented.  
 
Although there is a positive direct of travel and the authority is moving towards mitigating the potential risks a further follow up will 
required to be undertaken in 3 months time to provide assurance that the implementation work of the high priority recommendation 
around ‘Council inventories’ and the 2 medium priority recommendations around ‘Incidents’ and ‘Office 365’ has been completed. 
 
This follow up was undertaken during the month of November 2021. 
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3 Section C – Current Position 
 
 

Ref./ 
Priority 
 

Recommendation 
 

Management Response and Action Plan  1st Follow up 
Position as at 15th October 2021 
 

1 
High 
 

Council Asset inventories  
 
 
A reminder to be sent to all staff that 
equipment is allocated on a personal 
basis therefore they are responsible 
and accountable for it. 
 
If it is reallocated they must inform 
strategic services so the asset register 
can be updated. Regular reviews to be 
undertaken to ensure that an effective 
control environment remains and all 
WCC equipment the asset are 
traceable. 
 
As Worcester City Council has taken a 
different approach to the other 
authorities, information needs to be 
regularly made available to the ICT 
shared service and a review needs to 
also be carried out to assess whether 
the controls are effective and can be 
maintained with current resource  or  
whether the council needs to re-sync 
with the rest of shared service and use 

Responsible Manager: -  
Strategy Team   
 
The master asset register for IT equipment is held 
by ICTSS in the Sysaid system. Visibility of this is 
being provided to the Council on a regular basis 
to assist in keeping it up to date. Work is 
underway to reconcile this register with other 
information held by Worcester City, including the 
data from a homeworking audit undertaken in 
January 2021. 
 
The use of the Snow software package by ICTSS 
provides good remote visibility of all laptops with 
the exception of thin client devices. There will be 
no thin client devices in use from 1st July 2021 as 
these are being replaced.  
 
A piece of work to improve the mobile phone 
asset register is included in the Corporate 
Strategy Service plan for 2021/22. – on-going  
 
A reminder that equipment is allocated to 
specified individuals and should not be 
transferred has been communicated to Heads of 
Service. With the issuing of laptops that have log 

 Partially implemented 
 
 
Since the audit review has been undertaken, the 
direction of travel has changed as a new asset 
inventory has been created to allow the council to 
have a clear audit trail of where Council 
equipment e.g. laptops, monitors are being held 
as well as mobile devices.  
 
There is an element of risk that has been 
accepted in relation to cables and headsets, 
which are not part of the current asset register.  
 
IT have also recently started to use the Snow 
software package which provides a good visibility 
of all new laptops that have been issued. Since 
the audit was undertaken all thin client devices 
have now been replaced.  
 
There is a piece of work on-going in relation to 
improving the mobile phone asset register which 
is set to be completed during Q3 of the 2021/22 
financial year.  
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Ref./ 
Priority 
 

Recommendation 
 

Management Response and Action Plan  1st Follow up 
Position as at 15th October 2021 
 

the controlled applications available via 
sysaid and SNOW  
 
As the current asset register has gaps 
a baseline needs to be re-established to 
ensure that all equipment can now be 
accounted for moving forwards.  As it 
may not be possible to identify some of 
the allocations to staff that took place in 
the past a recall and amnesty could be 
considered so old equipment can be 
returned. 
 

on specific to individuals sharing of this 
equipment will no longer be possible and the 
issue will relate primarily to mobile phones. This 
will be addressed in the piece of work referred to 
above. 
 
Implementation Date: -  
October 2021 

Reminders have been provided to staff of their 
responsibility when using council equipment.  
 
 
 
 

2 
Medium 
 

Implementation of Office 365 
 
To review the current position of the 
implementation of O365 and Windows 
10.  
 
To provide the relevant training to   
enable staff to be able to work more 
effectively in the agile environment e.g. 
use of Teams. 
 

 
 
All users have now been migrated to the latest 
version of Windows.  This project took longer due 
to staff working remotely.   
With the Covid 19 response there has been an 
increased requirement for Microsoft Teams so 
some of this work has to be brought forward.  
Work on the mail migration is progressing well 
with the first mail migrations planned for January 
2021.   
Online training resources are being reviewed and 
will be made available to all staff.  This will use a 
mixture of externally and internally developed 
training videos. 
 
Responsible Manager: -  
ICT Service Manager 
 
Implementation Date: -  
 
A Digital Transformation Team for the Council 
has been established, with representation from 

 Partially Implemented 
 
Due to the covid response and further planning, 
the initial implementation date was unable to be 
met for a full implementation.  Although some of 
the remaining projects have commenced and 
there has been some information for using 
Microsoft Teams, the full roll out of Office 365 
which includes Mail Migration and Microsoft 
SharePoint is on-going and the date has been 
rescheduled to December 2021. A second follow 
up will be required to check how this item has 
progressed in January 2022. 
 
Online training was considered prior to the 
pandemic as was to be deployed using the 
learning lounge.  Due to the amount of material 
that is available on Microsoft.com there has been 
a change in direction. 
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Ref./ 
Priority 
 

Recommendation 
 

Management Response and Action Plan  1st Follow up 
Position as at 15th October 2021 
 

the Council and ICTSS and sponsored by the 
Deputy Director, Corporate Policy and Strategy. 
 
A plan has been developed to complete the move 
to a fully MS365 and MS Teams enabled office 
workforce by July 2021. 
This includes issuing of hardware, installation of 
software, instruction on handover and ongoing 
training materials including use of the learning 
lounge and support from trained Digi Champions. 
 
Responsible Manager: -  
Deputy Director – Corporate Policy and Strategy 
 
Implementation Date: -  
August 2021 
 

3 
Medium 
 

Incidents  
 
Sysaid 
 
To review the way ‘tickets’ are issued 
and closed around the sysaid 
application.   To also assess if any 
action can be taken to allow users to re-
open a ticket if it is within a certain 
timeframe and has been deemed to 
have been closed incorrectly. 
 
Incident Management 
 
Review how incident management is 
currently occurring at the authority and 
how the shared service manages it.  
Decide if there is a requirement to 
develop a procedure around incident 

 
 
 

 
The process of raising support tickets and closure 
of tickets will be reviewed to ensure that 
duplication of tickets does not occur. 
 

 
 
 

 
 
 
Incident management procedures being 
developed and once approved will be publicised 
to service managers. 
 
Responsible Manager: -  

 Not Implemented 
 
 
 
Due to staff churn/vacancies this has not 
commenced.  All remaining items will be reviewed 
in December 2021.  
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Ref./ 
Priority 
 

Recommendation 
 

Management Response and Action Plan  1st Follow up 
Position as at 15th October 2021 
 

management to ensure that each 
authority has a good awareness and 
supports the risk awareness. 

ICT Service Manager 
 
Implementation Date: -  
31/3/2021   

4 
Medium 
 

Agile Working policy – Worcester 
City Council 
 
As Worcester City Council has not got 
an agile working policy implemented 
since 2019, it is recommended to carry 
out a review on the draft agile working 
policy from 2019 and include the 
current demands/practices since the 
2020 pandemic.   
 
As Worcester City Council is moving 
towards an agile way of working and 
other partners under the shared service 
have a policy implemented, it is 
recommended to review if Worcester 
City Council can plagiarise with 
permission, the existing agile working 
policy in Wychavon and Malvern District 
Councils. 

 
 
 
Work had been undertaken to draft an agile 
working policy to support the move from fixed 
desk working to a more flexible remote and home 
working enabled workforce. 
 
Staff turnover had delayed the progression of this 
document. The pandemic, and the changes that 
this has and will bring to our ways of working has 
led to a rethink of the requirements. 
A strategy is now being developed through the 
Organisational Development Team that covers all 
aspects of new ways of working that includes 
home working, mobile working, flexible working, 
and the practices and procedures that will be 
required to ensure that the organisation can be 
managed effectively to the benefit of service 
delivery and staff well being. 
 
Responsible Manager: - Deputy Director – 
Corporate Policy and Strategy 
 
Implementation Date: -  
Ongoing with a strategy adopted during Q3 
2021/2 

 Implemented 
 
 
The Council has moved from an agile working 
policy to a new hybrid working policy to allow staff 
more flexibility to deliver their work.  
 
This item was approved by the Personnel and 
General Purposes Sub-Committee on 
Wednesday 13th October 2021 and has taken 
immediate effect since this time.  
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Appendix 5 
Quality Assurance Improvement Plan. 

 
Action 

Number 
Area for Action and 

Standards Reference 
Outcome Required Action Lead person Target Date for 

completion 
Date of 

Completion 
Latest Position 

(Quarterly) 

1 1000 Updated Charter and 
Partner noting. 

To review and update as 
appropriate, and present to 
COG and Partner 
Committees for approval. 

Head of Internal 
Audit & Team 

Leader 

Sep-21 
(Annual Reports) 

September 2021 September 2021 
Charter provided to all 
Partner Committees as 
part of the Annual Report 
reporting cycle.  
Action completed.  

2 1210.A1 - Training 
Requirements 

Professional 
qualifications to be 
obtained. 

Auditors to enhance their 
skills and qualifications 
through professional study 
e.g. IIA 

Auditors 2023/24 Ongoing June 2021: 
Auditor enrolled with IIA 
and continuing training to 
obtain further professional 
qualifications. 
Progressing. 

3 2420 - Timely 
Completion of 
Review Stages 

Improvement in issuing 
the ‘Draft Report’ to the 
agreed date as set out in 
the Brief.  To make 
improvements in the 
monitoring of the 
management response 
after the issue of a Draft 
Report. 

Monitor the issue of Draft 
Reports and the receipt of 
management response 
during the financial year 
taking appropriate and 
timely action where the 
target dates are stressed.  

Auditors Mar-22 Ongoing June 2021: 
Being monitored 
Progressing. 

4 2500.A1 - Follow Up  More efficient and 
timely follow up 
regarding reported 
management action 
plans.  

To review and enhance the 
follow up process, and 
monitor progress to reduce 
potential slippage. 

Audit Team 
Leader 

Mar-22 Ongoing June 2021: 
Included in Auditors work 
plan for the year.  Being 
monitored and tracked 
and discussed at 1:2:1s 
Progressing. 
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